Security Status and Issues & Electronic Commerce on the Internet

APPENDICES

Denis Arnaud

July 1995

Contents

1 Appendix 1: Dictionary of Security Related Terms and Abreviations 6

2 Appendix 2: An example of User-level Security Policy 10

3 Appendix 3: General Questions About RSA’s Cryptography 12 3.1 General . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 3.1.1 What is encryption? . . . . . . . . . . . . . . . . . . . . . 12 3.1.2 What is authentication? What is a digital signature? . . . 12 3.1.3 What is public-key cryptography? . . . . . . . . . . . . . 13 3.1.4 What are the advantages and disadvantages of public-key cryptography over secret-key cryptography? . . . . . . . . 14 3.1.5 Is cryptography patentable in the U.S.? . . . . . . . . . . 15 3.1.6 Is cryptography exportable from the U.S.? . . . . . . . . . 15 3.2 RSA . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16 3.2.1 What is RSA? . . . . . . . . . . . . . . . . . . . . . . . . 16 3.2.2 Why use RSA rather than DES? . . . . . . . . . . . . . . 17 3.2.3 How fast is RSA? . . . . . . . . . . . . . . . . . . . . . . . 18 3.2.4 How much extra message length is caused by using RSA? 18 3.2.5 What would it take to break RSA? . . . . . . . . . . . . . 18 3.2.6 Are strong primes necessary in RSA? . . . . . . . . . . . . 19 3.2.7 How large a modulus (key) should be used in RSA? . . . 20 3.2.8 How large should the primes be? . . . . . . . . . . . . . . 21 3.2.9 How does one find random numbers for keys? . . . . . . . 21 3.2.10 What if users of RSA run out of distinct primes? . . . . . 21 3.2.11 How do you know if a number is prime? . . . . . . . . . . 22 3.2.12 How is RSA used for encryption in practice? . . . . . . . 22 3.2.13 How is RSA used for authentication in practice? . . . . . 22 3.2.14 Does RSA help detect altered documents and transmission errors? . . . . . . . . . . . . . . . . . . . . . . . . . . 23 3.2.15 What are alternatives to RSA? . . . . . . . . . . . . . . . 23 3.2.16 Is RSA currently in use today? . . . . . . . . . . . . . . . 24 3.2.17 Is RSA an official standard today? . . . . . . . . . . . . . 24 3.2.18 Is RSA a de facto standard? Why is a de facto standard important? . . . . . . . . . . . . . . . . . . . . . . . . . . 25 3.2.19 Is RSA patented? . . . . . . . . . . . . . . . . . . . . . . . 25 3.2.20 Can RSA be exported from the U.S.? . . . . . . . . . . . 26 3.3 Key Management . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

CONTENTS

3.3.1 What key management issues are involved in public-key cryptography? . . . . . . . . . . . . . . . . . . . . . . . . 26 3.3.2 Who needs a key? . . . . . . . . . . . . . . . . . . . . . . 26 3.3.3 How does one get a key pair? . . . . . . . . . . . . . . . . 27 3.3.4 Should a public key or private key be shared among users? 27 3.3.5 What are certificates? . . . . . . . . . . . . . . . . . . . . 27 3.3.6 How are certificates used? . . . . . . . . . . . . . . . . . . 28 3.3.7 Who issues certificates and how? . . . . . . . . . . . . . . 29 3.3.8 What is a CSU, or, How do certifying authorities store their private keys? . . . . . . . . . . . . . . . . . . . . . . 29 3.3.9 Are certifying authorities susceptible to attack? . . . . . . 30 3.3.10 What if the certifying authority’s key is lost or compromised? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31 3.3.11 What are Certificate Revocation Lists (CRLs)? . . . . . . 32 3.3.12 What happens when a key expires? . . . . . . . . . . . . . 32 3.3.13 What happens if I lose my private key? . . . . . . . . . . 33 3.3.14 What happens if my private key is compromised? . . . . . 33 3.3.15 How should I store my private key? . . . . . . . . . . . . 33 3.3.16 How do I find someone else’s public key? . . . . . . . . . . 34 3.3.17 How can signatures remain valid beyond the expiration dates of their keys, or, How do you verify a 20-year-old signature? . . . . . . . . . . . . . . . . . . . . . . . . . . . 34 3.3.18 What is a digital time-stamping service? . . . . . . . . . . 35 3.4 Factoring and Discrete Log . . . . . . . . . . . . . . . . . . . . . 36 3.4.1 What is a one-way function? . . . . . . . . . . . . . . . . 36 3.4.2 What is the significance of one-way functions for cryptography? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36 3.4.3 What is the factoring problem? . . . . . . . . . . . . . . . 37 3.4.4 What is the significance of factoring in cryptography? . . 37 3.4.5 Has factoring been getting easier? . . . . . . . . . . . . . 37 3.4.6 What are the best factoring methods in use today? . . . . 38 3.4.7 What are the prospects for theoretical factoring breakthroughs? . . . . . . . . . . . . . . . . . . . . . . . . . . . 39 3.4.8 What is the RSA Factoring Challenge? . . . . . . . . . . 39 3.4.9 What is the discrete log problem? . . . . . . . . . . . . . 40 3.4.10 Which is easier, factoring or discrete log? . . . . . . . . . 40 3.5 DES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40 3.5.1 What is DES? . . . . . . . . . . . . . . . . . . . . . . . . 40 3.5.2 Has DES been broken? . . . . . . . . . . . . . . . . . . . . 41 3.5.3 How does one use DES securely? . . . . . . . . . . . . . . 41 3.5.4 Can DES be exported from the U.S.? . . . . . . . . . . . 42 3.5.5 What are the alternatives to DES? . . . . . . . . . . . . . 42 3.5.6 Is DES a group? . . . . . . . . . . . . . . . . . . . . . . . 43 3.6 Capstone, Clipper and DSS . . . . . . . . . . . . . . . . . . . . . 43 3.6.1 What is Capstone? . . . . . . . . . . . . . . . . . . . . . . 43 3.6.2 What is Clipper? . . . . . . . . . . . . . . . . . . . . . . . 43 3.6.3 How does the Clipper chip work? . . . . . . . . . . . . . . 44 3.6.4 Who are the escrow agencies? . . . . . . . . . . . . . . . . 45 3.6.5 What is Skipjack? . . . . . . . . . . . . . . . . . . . . . . 45 3.6.6 Why is Clipper controversial? . . . . . . . . . . . . . . . . 46

CONTENTS

3.6.7 What is the current status of Clipper? . . . . . . . . . . . 46 3.6.8 What is DSS? . . . . . . . . . . . . . . . . . . . . . . . . . 46 3.6.9 Is DSS secure? . . . . . . . . . . . . . . . . . . . . . . . . 47 3.6.10 Is use of DSS covered by any patents? . . . . . . . . . . . 47 3.6.11 What is the current status of DSS? . . . . . . . . . . . . . 48 3.7 NIST and NSA . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48 3.7.1 What is NIST? . . . . . . . . . . . . . . . . . . . . . . . . 48 3.7.2 What role does NIST play in cryptography? . . . . . . . . 48 3.7.3 What is the NSA? . . . . . . . . . . . . . . . . . . . . . . 49 3.7.4 What role does the NSA play in commercial cryptography? 49 3.8 Misceallenous . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50 3.8.1 What is the legal status of documents signed with digital signatures? . . . . . . . . . . . . . . . . . . . . . . . . . . 50 3.8.2 What is a hash function? What is a message digest? . . . 51 3.8.3 What are MD2, MD4 and MD5? . . . . . . . . . . . . . . 52 3.8.4 What is SHS? . . . . . . . . . . . . . . . . . . . . . . . . . 52 3.8.5 3..8..5. What is Kerberos? . . . . . . . . . . . . . . . . . . 52 3.8.6 What are RC2 and RC4? . . . . . . . . . . . . . . . . . . 53 3.8.7 What is PEM? . . . . . . . . . . . . . . . . . . . . . . . . 54 3.8.8 What is RIPEM? . . . . . . . . . . . . . . . . . . . . . . . 54 3.8.9 What is PKCS? . . . . . . . . . . . . . . . . . . . . . . . . 54 3.8.10 What is RSAREF? . . . . . . . . . . . . . . . . . . . . . . 55

4 Appendix 4: More about SSL and S-HTTP 56 4.1 Security Assessment of the SSL Protocol . . . . . . . . . . . . . . 56 4.1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . 56 4.1.2 Security Service Requirements . . . . . . . . . . . . . . . 56 4.1.3 Other Factors . . . . . . . . . . . . . . . . . . . . . . . . . 58 4.2 Security Assessment of the SHTTP Protocol . . . . . . . . . . . . 60 4.2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . 60 4.2.2 Security Service Requirements . . . . . . . . . . . . . . . 60 4.2.3 Other Factors . . . . . . . . . . . . . . . . . . . . . . . . . 62 4.3 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

5 Appendix 5: Some sites which handle secure payments on the Internet 66

6 Appendix 6: Selected List of Internet Security Vendors 67 6.1 Vendors and Suppliers of TCP/IP Firewall Systems . . . . . . . 67 6.2 Encryption Products . . . . . . . . . . . . . . . . . . . . . . . . . 68 6.3 Encryption Products on the Net . . . . . . . . . . . . . . . . . . 69

7 Appendix 7: Smart Card Technology 71 7.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71 7.2 Terminology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71 7.3 Smart Card Technology . . . . . . . . . . . . . . . . . . . . . . . 73 7.3.1 Basic Concepts . . . . . . . . . . . . . . . . . . . . . . . . 73 7.3.2 Physical Characteristics . . . . . . . . . . . . . . . . . . . 73 7.3.3 Logical Characteristics . . . . . . . . . . . . . . . . . . . . 75 7.3.4 Life Cycle . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

CONTENTS

7.4 Standards . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79 7.5 Why Smart Cards In A Company? . . . . . . . . . . . . . . . . . 80 7.5.1 Two-Factor Authentication . . . . . . . . . . . . . . . . . 80 7.5.2 Secure Storage . . . . . . . . . . . . . . . . . . . . . . . . 81 7.5.3 Encryption and Key Generation . . . . . . . . . . . . . . 81

8 Appendix 8: Putting the Web to Work Inside Your Business 82 8.1 Forword . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82 8.2 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82 8.3 Internal Use of the Web: An Exploding Market . . . . . . . . . . 83 8.4 Improving Internal Communications . . . . . . . . . . . . . . . . 84 8.4.1 Sales and Marketing Applications . . . . . . . . . . . . . . 85 8.4.2 Product Development Applications . . . . . . . . . . . . . 86 8.4.3 Customer Service and Support Applications . . . . . . . . 86 8.4.4 Human Resources Applications . . . . . . . . . . . . . . . 87 8.4.5 Finance Applications . . . . . . . . . . . . . . . . . . . . . 88 8.5 The Future Of Internal Web Applications . . . . . . . . . . . . . 88 8.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

9 Appendix 9: Companies To Cast Parents As Cybercops 90

Chapter 1

Appendix 1: Dictionary of Security Related Terms and Abreviations

Acrylonitrile Butadiene Styrene (ABS) A plastic used to make up the card body of some smart cards.

Archie System for searching indices of files available on public servers by anonymous FTP on the Internet.

Authentication A data security mechanism that ensures the integrity of a message that has been received (e.g., guarantees that nothing was altered during the transmission), and/or that confirms the identity of the message issuer, but does not scramble the message to make it unintelligible to others (see Encryption).

Biometrics The technique of studying physical characteristics of a person such as finger prints, hand geometry, eye structure or voice pattern.

Client A computer, typically a PC or workstation, that receives information from another computer.

Client-server An architecture in which there is interaction between two or more computers. The client requests services from the server.

Common Gateway Interface (CGI) A specification to allow Web servers to communicate with other programs and systems.

Credit Card The sum corresponding to a purchase is debited from the card holder account over several months with a rate of interest fixed by the bank or credit organization (view Debit Card).

Data Encryption Standard (DES) An encryption standard supported by the federal government that has become a standard in industry as well.

Debit Card The card holders account is debited a few days after the purchase as with a check. The smart card on-board intelligence can be used in credit

Appendix 1: Dictionary of Security Related Terms and Abreviations

card or debit card programs to implement innovative security schemes to reduce fraud.

The smart card implements techniques such as card and terminal authentication, electronic signature, online resource management, selective or systematic PIN control, and balance control.

Distributed Computing An environment in which work is performed on more than one computer and a communications network is required. A more accurate description of the current direction computing technology is moving.

Distributed Database A database in which information is stored on more than one physical hardware server.

Electronic Purse A smart card containing electronic cash which can be used as a substitue for coins and bank notes. The electronic purse solves the problems associated with the use of cash such as handling costs and security risks. The card is loaded at ATMs and can be used for low-value purchases in shops and vending machines. The banks therefore reduce the amount of cash in circulation and the risk of counterfeited coins and bank notes.

The bank can also earn interest on the float, which is the total of the balance in the all issued electronic purses. For the retailer and his customers, the electronic purse is a secure, convenient, and fast payment method. With the electronic purse arrival, financial institutions can now cover the whole range of personal financial transactions with an adapted payment smart card.

Encryption A data security mechanism used to scramble messages (e.g., convert information into a format which is unreadable without the use of a password or key). Encryption insures that no unauthorized person can read the message; it does not insure that the message has not been altered during transmission (see Authentication).

File Transfer Protocol (FTP) A method for file transferring on the Internet.

Graphics Interface Format (GIF) Format for storing images (pictures, drawings, etc.).

Graphic User Interface (GUI) A PC and workstation user interface popularized by the Apple Macintosh and Microsoft Windows for accessing application functions. GUIs typically utilize windows, icons, and pull down menus, and are operated with a mouse or keyboard.

Groupware A class of software that supports the sharing of information between two or more people. The range of products is diverse and includes electronic mail, bulletin boards, scheduling, and conferencing. Lotus Notes is the most prominent product in this category.

Global System for Mobile Communications (GSM) A pan-European standard for portable telephones.

Appendix 1: Dictionary of Security Related Terms and Abreviations

Home Page The Web page which is used as a starting (or entry) point to a Web server.

Hypertext Markup Language (HTML) A language used to format the documents which make up the Web.

HyperText Transfer Protocol (HTTP) The rules (or protocol) for providing communications between a Web server and clients such as browsers.

Internet A global collection of computer networks permitting universities, corporations, government agencies and research institutions to communicate and share information. Often referred to in connection with the concept of the information highway.

ISO The ISO 78 1 6 defines the physical, electrical and protocol characteristics of smart cards.

Mandatory Access Control (MAC)

Multipurpose Internet Mail Extensions (MIME) An Internet standard for incorporating multimedia information in electronic mail. MIME is described in RFC 1341, and we can find out about it in the newsgroup comp.mail.mime; a FAQ exists on it.

Mosaic A type of Internet browsing technology supported on a variety of graphic interface platforms including MS Windows, Apple Macintosh and X Window. Famous browsers are Netscape Navigator, NCSA Mosaic, Spyglas, Spry’s Air Mosaic and so on.

Newsgroups A bulletin board-like system where information can be posted on a particular subject (see Usenet).

Network News Transport Protocol (NNTP) A standard used in the transmission of Usenet messages.

Off-line Not connected to a telephone or communications network.

On-line Connected by a telephone or other communications network.

Open System Used to describe computing environments that have published technical specifications which will: - permit third parties to build addon products and services, - allow for the easy interchange of components. This term is frequently associated with the UNIX environment, along with standards published by a variety of organizations.

Open Systems Foundation (OSF) A not-for-profit organization with the goal of producing licensed implementations of standardized software. Its membership consists of most of the world’s major computer systems vendors.

Personal Identification Number (PIN) The number or code that a cardholder must type in to confirm that he is the genuine owner of the card.

Appendix 1: Dictionary of Security Related Terms and Abreviations

Personalization Modify a smart card to represent information concerning one person. There are two sorts of personalization: graphical and electrical. Graphical personalization modifies the visual aspect of the card (holder’s name, photograph, electrical personalization modifies the information held in electronic form.

Point to Point Protocol (PPP) A protocol which allows a computer to use TCP/IP with standard telephone lines and high speed modems.

Polyvinyl Chloride (PVC) A plastic used to make up the card body of some smart cards.

Scalability The ability to increase and/or expand the power or capabilities of a technology without requiring changes to a customer’s software.

Secure HyperText Transport Protocol (SHTTP) An extension to HTTP which provides security features for use in communications and performing transactions.

Server A computing device that provides services to other computers. These services include access to disk drives, databases, and communication devices. Servers include workstations, minicomputers, and mainframes.

Simple Mail Transport Protocol (SMTP) A protocol that describes how electronic mail is moved between users in a TCP/IP network.

Simple Network Management Protocol (SNMP) A protocol which describes how information is sent from devices on a network such as hubs, routers, switches, and computers to the applications programs which monitor and manage them.

Telnet A terminal emulation protocol for programs that provide access to computers on the Internet.

Transmission Control Protocol/Internet Protocol (TCP/IP) A standard communications protocol commonly used in UNIX networks. It is the communication protocol of the Internet.

Uniform Resource Locator (URL) An address which specifies the location of a Web page.

Usenet A collection of thousands of newsgroups (Bulletin Boards (BBS)) available on the Internet. The information is sorted by topics of interest.

Wide Area Information Server (WAIS) Software used to index text files in servers.

Chapter 2

Appendix 2: An example of User-level Security Policy

Ultimately, computer security is the user’s responsibility. Each user must be alert to possible breaches in security and adhere to the security regulations that have been established within their company. The security practices listed here are not inclusive, but rather designed to remind them and raise their awareness towards securing their information resources:

Protect Your Equipment Keep it in a secure environment

Keep food, drink, and cigarettes AWAY from it Know where the fire suppression equipment is located and know how to use it Protect Your Area Keep unauthorized people AWAY from your equipment and data Challenge strangers in your area Protect Your Password Never write it down or give it to anyone Don’t use names, numbers or dates which are personally identified with you Change it often, but change it immediately if you think it has been compromised Protect Your Files Don’t allow unauthorized access to your files and data NEVER leave your equipment unattended with your password activated - SIGN OFF!

Protect Against Viruses Don’t use unauthorized software

Back up your files before implementing ANY new software Lock Up Storage Media Containing Sensitive Data If the data or information is sensitive or critical to your operation, lock it up!

Appendix 2: An example of User-level Security Policy

Back Up Your Data Keep duplicates of your sensitive data in a safe place, out of your immediate area Back it up as often as necessary Report Security Violations Tell your manager if you see any unauthorized changes to your data Immediately report any loss of data or programs, whether automated or hard copy

Chapter 3

Appendix 3: General Questions About RSA’s Cryptography

3.1 General

3.1.1 What is encryption?

Encryption is the transformation of data into a form unreadable by anyone without a secret decryption key. Its purpose is to ensure privacy by keeping the information hidden from anyone for whom it is not intended, even those who can see the encrypted data. For example, one may wish to encrypt files on a hard disk to prevent an intruder from reading them.

In a multi-user setting, encryption allows secure communication over an insecure channel. The general scenario is as follows: Alice wishes to send a message to Bob so that no one else besides Bob can read it. Alice encrypts the message, which is called the plaintext, with an encryption key; the encrypted message, called the ciphertext, is sent to Bob. Bob decrypts the ciphertext with the decryption key and reads the message. An attacker, Charlie, may either try to obtain the secret key or to recover the plaintext without using the secret key. In a secure cryptosystem, the plaintext cannot be recovered from the ciphertext except by using the decryption key. In a symmetric cryptosystem, a single key serves as both the encryption and decryption keys.

3.1.2 What is authentication? What is a digital signature?

Authentication in a digital setting is a process whereby the receiver of a digital message can be confident of the identity of the sender and/or the integrity of the message. Authentication protocols can be based on either conventional secretkey cryptosystems like DES or on public-key systems like RSA; authentication in public-key systems uses digital signatures.

In this document, authentication will generally refer to the use of digital signatures, which play a function for digital documents similar to that played by handwritten signatures for printed documents: the signature is an unforgeable piece of data asserting that a named person wrote or otherwise agreed to the document to which the signature is attached. The recipient, as well as a third party, can verify both that the document did indeed originate from the person whose signature is attached and that the document has not been altered since it was signed. A secure digital signature system thus consists of two parts: a method of signing a document such that forgery is infeasible, and a method of verifying that a signature was actually generated by whomever it represents. Furthermore, secure digital signatures cannot be repudiated; i.e., the signer of a document cannot later disown it by claiming it was forged.

Unlike encryption, digital signatures are a recent development, the need for which has arisen with the proliferation of digital communications.

3.1.3 What is public-key cryptography?

Traditional cryptography is based on the sender and receiver of a message knowing and using the same secret key: the sender uses the secret key to encrypt the message, and the receiver uses the same secret key to decrypt the message. This method is known as secret-key cryptography. The main problem is getting the sender and receiver to agree on the secret key without anyone else finding out. If they are in separate physical locations, they must trust a courier, or a phone system, or some other transmission system to not disclose the secret key being communicated. Anyone who overhears or intercepts the key in transit can later read all messages encrypted using that key. The generation, transmission and storage of keys is called key management; all cryptosystems must deal with key management issues. Secret-key cryptography often has difficulty providing secure key management.

Public-key cryptography was invented in 1976 by Whitfield Diffie and Martin Hellman in order to solve the key management problem. In the new system, each person gets a pair of keys, called the public key and the private key. Each person’s public key is published while the private key is kept secret. The need for sender and receiver to share secret information is eliminated: all communications involve only public keys, and no private key is ever transmitted or shared. No longer is it necessary to trust some communications channel to be secure against eavesdropping or betrayal. Anyone can send a confidential message just using public information, but it can only be decrypted with a private key that is in the sole possession of the intended recipient. Furthermore, publickey cryptography can be used for authentication (digital signatures) as well as for privacy (encryption).

Here’s how it works for encryption: when Alice wishes to send a message to Bob, she looks up Bob’s public key in a directory, uses it to encrypt the message and sends it off. Bob then uses his private key to decrypt the message and read it. No one listening in can decrypt the message. Anyone can send an encrypted message to Bob but only Bob can read it. Clearly, one requirement is that no one can figure out the private key from the corresponding public key.

Here’s how it works for authentication: Alice, to sign a message, does a computation involving both her private key and the message itself; the output is called the digital signature and is attached to the message, which is then sent. Bob, to verify the signature, does some computation involving the message, the purported signature, and Alice’s public key. If the results properly hold in a simple mathematical relation, the signature is verified as genuine; otherwise, the signature may be fraudulent or the message altered, and they are discarded.

3.1.4 What are the advantages and disadvantages of publickey cryptography over secret-key cryptography?

The primary advantage of public-key cryptography is increased security: the private keys do not ever need to be transmitted or revealed to anyone. In a secret-key system, by contrast, there is always a chance that an enemy could discover the secret key while it is being transmitted.

Another major advantage of public-key systems is that they can provide a method for digital signatures. Authentication via secret-key systems requires the sharing of some secret and sometimes requires trust of a third party as well. A sender can then repudiate a previously signed message by claiming that the shared secret was somehow compromised by one of the parties sharing the secret. For example, the Kerberos secret-key authentication system involves a central database that keeps copies of the secret keys of all users; a Kerberosauthenticated message would most likely not be held legally binding, since an attack on the database would allow widespread forgery. Public-key authentication, on the other hand, prevents this type of repudiation; each user has sole responsibility for protecting his or her private key. This property of public-key authentication is often called non-repudiation.

Furthermore, digitally signed messages can be proved authentic to a third party, such as a judge, thus allowing such messages to be legally binding. Secretkey authentication systems such as Kerberos were designed to authenticate access to network resources, rather than to authenticate documents, a task which is better achieved via digital signatures.

A disadvantage of using public-key cryptography for encryption is speed: there are popular secret-key encryption methods which are significantly faster than any currently available public-key encryption method. But public-key cryptography can share the burden with secret-key cryptography to get the best of both worlds.

For encryption, the best solution is to combine public- and secret-key systems in order to get both the security advantages of public-key systems and the speed advantages of secret-key systems. The public-key system can be used to encrypt a secret key which is then used to encrypt the bulk of a file or message. This is explained in more detail in Question 3.2.12 in the case of RSA. Publickey cryptography is not meant to replace secret-key cryptography, but rather to supplement it, to make it more secure. The first use of public-key techniques was for secure key exchange in an otherwise secret-key system; this is still one of its primary functions.

Secret-key cryptography remains extremely important and is the subject of much ongoing study and research. Some secret-key encryption systems are discussed in Questions 3.5.1 and 3.5.5.

3.1.5 Is cryptography patentable in the U.S.?

Cryptographic systems are patentable. Many secret-key cryptosystems have been patented, including DES (see Question 3.5.1). The basic ideas of publickey cryptography are contained in U.S. Patent 4,200,770, by M. Hellman, W. Diffie, and R. Merkle, issued 4/29/80 and in U.S. Patent 4,218,582, by M. Hellman and R. Merkle, issued 8/19/80; similar patents have been issued throughout the world. The exclusive licensing rights to both patents are held by Public Key Partners (PKP), of Sunnyvale, California, which also holds the rights to the RSA patent (see Question 3.2.19). Usually all of these public-key patents are licensed together.

All legal challenges to public-key patents have been settled before judgment. In a recent case, for example, PKP brought suit against the TRW Corporation which was using public-key cryptography (the ElGamal system) without a license; TRW claimed it did not need to license. In June 1992 a settlement was reached in which TRW agreed to license to the patents.

Some patent applications for cryptosystems have been blocked by intervention by the NSA (see Question 3.7.3) or other intelligence or defense agencies, under the authority of the Invention Secrecy Act of 1940 and the National Security Act of 1947.

3.1.6 Is cryptography exportable from the U.S.?

All cryptographic products need export licenses from the State Department, acting under authority of the International Traffic in Arms Regulation (ITAR), which defines cryptographic devices, including software, as munitions. The U.S. government has historically been reluctant to grant export licenses for encryption products stronger than some basic level (not publicly stated).

Under current regulations, a vendor seeking to export a product using cryptography first submits an request to the State Department’s Defense Trade Control office. Export jurisdiction may then be passed to the Department of Commerce, whose export procedures are generally simple and efficient. If jurisdiction remains with the State Department, further review, perhaps lengthy, is required before export is either approved or denied; the National Security Agency (NSA, see Question 3.7.3) may become directly involved at this point. The details of the export approval process change frequently.

The NSA has de facto control over export of cryptographic products. The State Department will not grant a license without NSA approval and routinely grants licenses whenever NSA does approve. Therefore, the policy decisions over exporting cryptography ultimately rest with the NSA.

It is the stated policy of the NSA not to restrict export of cryptography for authentication; it is only concerned with the use of cryptography for privacy. A vendor seeking to export a product for authentication only will be granted an export license as long as it can demonstrate that the product cannot be easily modified for encryption; this is true even for very strong systems, such as RSA with large key sizes. Furthermore, the bureaucratic procedures are simpler for authentication products than for privacy products. An authentication product needs NSA and State Dept. approval only once, whereas an encryption product may need approval for every sale or every product revision.

Export policy is currently a matter of great controversy, as many software and hardware vendors consider current export regulations overly restrictive and burdensome. The Software Publishers Association (SPA), a software industry group, has recently been negotiating with the government in order to get export license restrictions eased; one agreement was reached that allows simplified procedures for export of two bulk encryption ciphers, RC2 and RC4 (see Question 3.8.6), when the key size is limited. Also, export policy is less restrictive for foreign subsidiaries and overseas offices of U.S. companies.

In March 1992, the Computer Security and Privacy Advisory Board voted unanimously to recommend a national review of cryptography policy, including export policy. The Board is an official advisory board to NIST (see Question 3.7.1) whose members are drawn from both the government and the private sector. The Board stated that a public debate is the only way to reach a consensus policy to best satisfy competing interests: national security and law enforcement agencies like restrictions on cryptography, especially for export, whereas other government agencies and private industry want greater freedom for using and exporting cryptography. Export policy has traditionally been decided solely by agencies concerned with national security, without much input from those who wish to encourage commerce in cryptography. U.S. export policy may undergo significant change in the next few years.

3.2 RSA

3.2.1 What is RSA?

RSA is a public-key cryptosystem for both encryption and authentication; it was invented in 1977 by Ron Rivest, Adi Shamir, and Leonard Adleman. It works as follows: take two large primes, p and q, and find their product n = pq; n is called the modulus. Choose a number, e, less than n and relatively prime to (p-1)(q-1), and find its inverse, d, mod (p-1)(q-1), which means that ed = 1 mod (p-1)(q-1); e and d are called the public and private exponents, respectively. The public key is the pair (n,e); the private key is d. The factors p and q must be kept secret, or destroyed.

It is difficult (presumably) to obtain the private key d from the public key (n,e). If one could factor n into p and q, however, then one could obtain the private key d. Thus the entire security of RSA is predicated on the assumption that factoring is difficult; an easy factoring method would “break” RSA (see Questions 3.2.5 and 3.4.4).

Here is how RSA can be used for privacy and authentication (in practice, actual use is slightly different; see Questions 3.2.12 and 3.2.13):

RSA privacy (encryption): suppose Alice wants to send a private message, m, to Bob. Alice creates the ciphertext c by exponentiating: c = m^emodn, where e and n are Bob’s public key. To decrypt, Bob also exponentiates: m = c^dmodn, and recovers the original message m; the relationship between e and d ensures that Bob correctly recovers m. Since only Bob knows d, only Bob can decrypt.

RSA authentication: suppose Alice wants to send a signed document m to Bob. Alice creates a digital signature s by exponentiating: s = m^dmodn, where d and n belong to Alice’s key pair. She sends s and m to Bob. To verify the signature, Bob exponentiates and checks that the message m is recovered: m = s^emodn, where e and n belong to Alice’s public key.

Thus, encryption and authentication take place without any sharing of private keys: each person uses only other people’s public keys and his or her own private key. Anyone can send an encrypted message or verify a signed message, using only public keys, but only someone in possession of the correct private key can decrypt or sign a message.

3.2.2 Why use RSA rather than DES?

RSA is not an alternative or replacement for DES; rather it supplements DES (or any other fast bulk encryption cipher) and is used together with DES in a secure communications environment. (Note: for an explanation of DES, see Question 3.5.1)

RSA allows two important functions not provided by DES: secure key exchange without prior exchange of secrets, and digital signatures. For encrypting messages, RSA and DES are usually combined as follows: first the message is encrypted with a random DES key, and then, before being sent over an insecure communications channel, the DES key is encrypted with RSA. Together, the DES-encrypted message and the RSA-encrypted DES key are sent. This protocol is known as an RSA digital envelope.

One may wonder, why not just use RSA to encrypt the whole message and not use DES at all? Although this may be fine for small messages, DES (or another cipher) is preferable for larger messages because it is much faster than RSA (see Question 3.2.3).

In some situations, RSA is not necessary and DES alone is sufficient. This includes multi-user environments where secure DES-key agreement can take place, for example by the two parties meeting in private. Also, RSA is usually not necessary in a single-user environment; for example, if you want to keep your personal files encrypted, just do so with DES using, say, your personal password as the DES key. RSA, and public-key cryptography in general, is best suited for a multi-user environment. Also, any system in which digital signatures are desired needs RSA or some other public-key system.

3.2.3 How fast is RSA?

An “RSA operation,” whether for encrypting or decrypting, signing or verifying, is essentially a modular exponentiation, which can be performed by a series of modular multiplications.

In practical applications, it is common to choose a small public exponent for the public key; in fact, entire groups of users can use the same public exponent. This makes encryption faster than decryption and verification faster than signing. Algorithmically, public-key operations take O(k^2) steps, private key operations take O(k^3) steps, and key generation takes O(k^4) steps, where k is the number of bits in the modulus; O-notation refers to the an upper bound on the asymptotic running time of an algorithm.

There are many commercially available hardware implementations of RSA, and there are frequent announcements of newer and faster chips. The fastest current RSA chip has a throughput greater than 600 Kbits per second with a 512 − bit modulus, implying that it performs over 1000 RSA private-key operations per second. It is expected that RSA speeds will reach 1 M bit/second within a year or so.

By comparison, DES is much faster than RSA. In software, DES is generally at least 100 times as fast as RSA. In hardware, DES is between 1,000 and 10,000 times as fast, depending on the implementations. RSA will probably narrow the gap a bit in coming years, as it finds growing commercial markets, but will never match the performance of DES.

3.2.4 How much extra message length is caused by using RSA?

Only a very small amount of data expansion is involved when using RSA. For encryption, a message may be padded to a length that is a multiple of the block length, usually 64 bits, since RSA is usually combined with a secret-key block cipher such as DES (see Question 3.2.12). Encrypting the DES key takes as many additional bits as the size of the RSA modulus.

For authentication, an RSA digital signature is appended to a document. An RSA signature, including information such as the name of the signer, is typically a few hundred bytes long. One or more certificates (see Question 3.3.5) may be included as well; certificates can be used in conjunction with any digital signature method. A typical RSA certificate is a few hundred bytes long.

3.2.5 What would it take to break RSA?

There are a few possible interpretations of “breaking RSA”. The most damaging would be for an attacker to discover the private key corresponding to a given public key; this would enable the attacker both to read all messages encrypted with the public key and to forge signatures. The obvious way to do this attack is to factor the public modulus, n, into its two prime factors, p and q. From p, q, and e, the public exponent, the attacker can easily get d, the private key. The hard part is factoring n; the security of RSA depends of factoring being difficult. In fact, the task of recovering the private key is equivalent to the task of factoring the modulus: you can use d to factor n, as well as use the factorization of n to find d. See Questions 3.4.5 and 3.4.6 regarding the state of the art in factoring. It should be noted that hardware improvements alone will not weaken RSA, as long as appropriate key lengths are used; in fact, hardware improvements should increase the security of RSA (see Question 3.4.5).

Another way to break RSA is to find a technique to compute e^{th} roots modn. Since c = m^e, the e^{th} root of c is the message m. This attack would allow someone to recover encrypted messages and forge signatures even without knowing the private key. This attack is not known to be equivalent to factoring. No methods are currently known that attempt to break RSA in this way.

The attacks just mentioned are the only ways to break RSA in such a way as to be able to recover all messages encrypted under a given key. There are other methods, however, which aim to recover single messages; success would not enable the attacker to recover other messages encrypted with the same key.

The simplest single-message attack is the guessed plaintext attack. An attacker sees a ciphertext, guesses that the message might be “Attack at dawn”, and encrypts this guess with the public key of the recipient; by comparison with the actual ciphertext, the attacker knows whether or not the guess was correct. This attack can be thwarted by appending some random bits to the message. Another single-message attack can occur if someone sends the same message m to three others, who each have public exponent e = 3. An attacker who knows this and sees the three messages will be able to recover the message m. There are also some “chosen ciphertext” attacks, in which the attacker creates some ciphertext and gets to see the corresponding plaintext, perhaps by tricking a legitimate user into decrypting a fake message.

Of course, there are also attacks that aim not at RSA itself but at a given insecure implementation of RSA; these do not count as “breaking RSA” because it is not any weakness in the RSA algorithm that is exploited, but rather a weakness in a specific implementation. For example, if someone stores his private key insecurely, an attacker may discover it. One cannot emphasize strongly enough that to be truly secure RSA requires a secure implementation; mathematical security measures, such as choosing a long key size, are not enough. In practice, most successful attacks will likely be aimed at insecure implementations and at the key management stages of an RSA system. See Section 3.3 for discussion of secure key management in an RSA system.

3.2.6 Are strong primes necessary in RSA?

In the literature pertaining to RSA, it has often been suggested that in choosing a key pair, one should use “strong” primes p and q to generate the modulus n. Strong primes are those with certain properties that make the product n hard to factor by specific factoring methods; such properties have included, for example, the existence of a large prime factor of p − 1 and a large prime factor of p + 1. The reason for these concerns is that some factoring methods are especially suited to primes p such that p − 1 or p + 1 has only small factors; strong primes are resistant to these attacks.

However, recent advances in factoring (see Question 3.4.6) appear to have obviated the advantage of strong primes; the elliptic curve factoring algorithm is one such advance. The new factoring methods have as good a chance of success on strong primes as on “weak” primes; therefore, choosing strong primes does not significantly increase resistance to attacks. So for now the answer is negative: strong primes are not necessary when using RSA, although there is no danger in using them, except that it takes longer to generate a key pair. However, new factoring algorithms may be developed in the future which once again target primes with certain properties; if so, choosing strong primes may again help to increase security.

3.2.7 How large a modulus (key) should be used in RSA?

The best size for an RSA modulus depends on one’s security needs. The larger the modulus, the greater the security but also the slower the RSA operations. One should choose a modulus length upon consideration, first, of one’s security needs, such as the value of the protected data and how long it needs to be protected, and, second, of how powerful one’s potential enemy is. It is also possible that a larger key size will allow a digitally signed document to be valid for a longer time; see Question 3.3.17.

A good analysis of the security obtained by a given modulus length is given by Rivest, in the context of discrete logarithms modulo a prime, but it applies to RSA as well. Rivest’s estimates imply that a 512-bit modulus can be factored with an $8.2 million effort, less in the future. It may therefore be advisable to use a longer modulus, perhaps 768 bits in length. Those with extremely valuable data (or large potential damage from digital forgery) may want to use a still longer modulus. A certifying authority (see Question 3.3.5) might use a modulus of length 1000 bits or more, because the validity of so many other key pairs depends on the security of the one central key.

The key of an individual user will expire after a certain time, say, two years (see Question 3.3.12). Upon expiration, the user will generate a new key which should be at least a few digits longer than the old key to reflect the speed increases of computers over the two years. Recommended key length schedules will probably be published by some authority or public body.

Users should keep in mind that the estimated times to break RSA are averages only. A large factoring effort, attacking many thousands of RSA moduli, may succeed in factoring at least one in a reasonable time. Although the security of any individual key is still strong, with some factoring methods there is always a small chance that the attacker may get lucky and factor it quickly.

As for the slowdown caused by increasing the key size (see Question 3.2.3), doubling the modulus length would, on average, increase the time required for public-key operations (encryption and signature verification) by a factor of 4, and increase the time taken by private key operations (decryption and signing) by a factor of 8. The reason that public-key operations are affected less than private-key operations is that the public exponent can remain fixed when the modulus is increased, whereas the private exponent increases proportionally. Key generation time would increase by a factor of 16 upon doubling the modulus, but this is a relatively infrequent operation for most users.

3.2.8 How large should the primes be?

The two primes, p and q, which compose the modulus, should be of roughly equal length; this will make the modulus harder to factor than if one of the primes was very small. Thus if one chooses to use a 512-bit modulus, the primes should each have length approximately 256 bits.

3.2.9 How does one find random numbers for keys?

One needs a source of random numbers in order to find two random primes to compose the modulus. If one used a predictable method of generating the primes, an adversary could mount an attack by trying to recreate the key generation process.

Random numbers obtained from a physical process are in principle the best. One could use a hardware device, such as a diode; some are sold commercially on computer add-in boards for this purpose. Another idea is to use physical movements of the computer user, such as keystroke timings measured in microseconds. By whichever method, the random numbers may still contain some correlations preventing sufficient statistical randomness. Therefore, it is best to run them through a good hash function (see Question 3.8.2) before actually using them.

Another approach is to use a pseudorandom number generator fed by a random seed. Since these are deterministic algorithms, it is important to find one that is very unpredictable and also to use a truly random seed. There is a wide literature on the subject of pseudorandom number generators. See Knuth for an introduction. Note that one does not need random numbers to determine the public and private exponents in RSA, after choosing the modulus. One can simply choose an arbitrary value for the public exponent, which then determines the private exponent, or vice versa.

3.2.10 What if users of RSA run out of distinct primes?

There are enough prime numbers that RSA users will never run out of them. For example, the number of primes of length 512 bits or less exceeds 10^{150}, according to the prime number theorem; this is more than the number of atoms in the known universe.

3.2.11 How do you know if a number is prime?

It is generally recommended to use probabilistic primality testing, which is much quicker than actually proving a number prime. One can use a probabilistic test that decides if a number is prime with probability of error less than 2^{−100}.

3.2.12 How is RSA used for encryption in practice?

RSA is combined with a secret-key cryptosystem, such as DES, to encrypt a message by means of an RSA digital envelope.

Suppose Alice wishes to send an encrypted message to Bob. She first encrypts the message with DES, using a randomly chosen DES key. Then she looks up Bob’s public key and uses it to encrypt the DES key. The DES-encrypted message and the RSA-encrypted DES key together form the RSA digital envelope and are sent to Bob. Upon receiving the digital envelope, Bob decrypts the DES key with his private key, then uses the DES key to decrypt to message itself.

3.2.13 How is RSA used for authentication in practice?

Suppose Alice wishes to send a signed message to Bob. She uses a hash function on the message (see Question 3.8.2) to create a message digest, which serves as a “digital fingerprint” of the message. She then encrypts the message digest with her RSA private key; this is the digital signature, which she sends to Bob along with the message itself. Bob, upon receiving the message and signature, decrypts the signature with lice’s public key to recover the message digest. He then hashes the message with the same hash function Alice used and compares the result to the message digest decrypted from the signature. If they are exactly equal, the signature has been successfully verified and he can be confident that the message did indeed come from Alice. If, however, they are not equal, then the message either originated elsewhere or was altered after it was signed, and he rejects the message. Note that for authentication, the roles of the public and private keys are converse to their roles in encryption, where the public key is used to encrypt and the private key to decrypt.

In practice, the public exponent is usually much smaller than the private exponent; this means that the verification of a signature is faster than the signing. This is desirable because a message or document will only be signed by an individual once, but the signature may be verified many times.

It must be infeasible for anyone to either find a message that hashes to a given value or to find two messages that hash to the same value. If either were feasible, an intruder could attach a false message onto Alice’s signature. Hash functions such as MD4 and MD5 (see Question 3.8.3) have been designed specifically to have the property that finding a match is infeasible, and are therefore considered suitable for use in cryptography.

One or more certificates (see Question 3.3.5) may accompany a digital signature. A certificate is a signed document attesting to the identity and public key of the person signing the message. Its purpose is to prevent someone from impersonating someone else, using a phony key pair. If a certificate is present, the recipient (or a third party) can check the authenticity of the public key, assuming the certifier’s public key is itself trusted.

3.2.14 Does RSA help detect altered documents and transmission errors?

An RSA digital signature is superior to a handwritten signature in that it attests to the contents of a message as well as to the identity of the signer. As long as a secure hash function (see Question 3.8.2) is used, there is no way to take someone’s signature from one document and attach it to another, or to alter the signed message in any way. The slightest change in a signed document will cause the digital signature verification process to fail. Thus, RSA authentication allows people to check the integrity of signed documents. Of course, if a signature verification fails, it may be unclear whether there was an attempted forgery or simply a transmission error.

3.2.15 What are alternatives to RSA?

Many other public-key cryptosystems have been proposed, as a look through the proceedings of the annual Crypto and Eurocrypt conferences quickly reveals. A mathematical problem called the knapsack problem was the basis for several systems, but these have lost favor because several versions were broken. Another system, designed by ElGamal, is based on the discrete logarithm problem. The ElGamal system was, in part, the basis for several later signature methods, including one by Schnorr, which in turn was the basis for DSS, the digital signature standard proposed by NIST (see Question 3.6.8). Because of the NIST proposal, the relative merits of these signature systems versus RSA signatures has received a lot of attention. The ElGamal system has been used successfully in applications; it is slower for encryption and verification than RSA and its signatures are larger than RSA signatures.

In 1976, before RSA, Diffie and Hellman proposed a system for key exchange only; it permits secure exchange of keys in an otherwise conventional secret-key system. This system is in use today.

Cryptosystems based on mathematical operations on elliptic curves have also been proposed, as have cryptosystems based on discrete exponentiation in the finite field GF (2^n). The latter are very fast in hardware; however, doubts have been raised about their security because the underlying problem may be easier to solve than factoring. There are also some probabilistic encryption methods, which have the attraction of being resistant to a guessed ciphertext attack (see Question 3.2.5), but at a cost of data expansion. In probabilistic encryption, the same plaintext encrypted twice under the same key will give, with high probability, two different ciphertexts.

For digital signatures, Rabin proposed a system which is provably equivalent to factoring; this is an advantage over RSA, where one may still have a lingering worry about an attack unrelated to factoring. Rabin’s method is susceptible to a chosen message attack, however, in which the attacker tricks the user into signing messages of a special form. Another signature scheme, by Fiat and Shamir, is based on interactive zero-knowledge protocols, but can be adapted for signatures. It is faster than RSA and is provably equivalent to factoring, but the signatures are much larger than RSA signatures. Other variations, however, lessen the necessary signature length; see for references. A system is “equivalent to factoring” if recovering the private key is provably as hard as factoring; forgery may be easier than factoring in some of the systems.

Advantages of RSA over other public-key cryptosystems include the fact that it can be used for both encryption and authentication, and that it has been around for many years and has successfully withstood much scrutiny. RSA has received far more attention, study, and actual use than any other public-key cryptosystem, and thus RSA has more empirical evidence of its security than more recent and less scrutinized systems. In fact, a large number of public-key cryptosystems which at first appeared secure were later broken.

3.2.16 Is RSA currently in use today?

The use of RSA is undergoing a period of rapid expansion and may become ubiquitous within a few years. It is currently used in a wide variety of products, platforms and industries around the world. It is found in many commercial software products and planned for many more. RSA is built into current or planned operating systems by Microsoft, Apple, Sun, and Novell. In hardware, RSA can be found in secure telephones, on Ethernet network cards, and on smart cards. RSA is also used internally in many institutions, including branches of the U.S. government, major corporations, national laboratories, and universities.

Adoption of RSA seems to be proceeding more quickly for authentication (digital signatures) than for privacy (encryption), perhaps in part because products for authentication are easier to export than those for privacy (see Question 3.1.6).

3.2.17 Is RSA an official standard today?

RSA is part of many official standards worldwide. The ISO (International Standards Organization) 9796 standard lists RSA as a compatible cryptographic algorithm, as does the Consultative Committee in International Telegraphy and Telephony (CCITT) X.509 security standard. RSA is part of the Society for Worldwide Interbank Financial Telecommunications (SWIFT) standard, the French financial industry’s ETEBAC 5 standard, and the ANSI X9.31 draft standard for the U.S. banking industry. The Australian key management standard, AS2805.6.5.3, also specifies RSA.

RSA is found in Internet’s proposed PEM (Privacy Enhanced Mail) standard (see Question 3.8.7) and the PKCS standard for the software industry (see Question 3.8.9). The OSI Implementors’ Workshop (OIW) has issued implementers’ agreements referring to PKCS and PEM, which each include RSA.

A number of other standards are currently being developed and will be announced over the next couple of years; many are expected to include RSA as either an endorsed or a recommended system for privacy and/or authentication.

3.2.18 Is RSA a de facto standard? Why is a de facto standard important?

RSA is the most widely used public-key cryptosystem today and has often been called a de facto standard. Regardless of the official standards, the existence of a de facto standard is extremely important for the development of a digital economy. If one public-key system is used everywhere for authentication, then signed digital documents can be exchanged between users in different nations using different software on different platforms; this interoperability is necessary for a true digital economy to develop.

The lack of secure authentication has been a major obstacle in achieving the promise that computers would replace paper; paper is still necessary almost everywhere for contracts, checks, official letters, legal documents, and identification. With this core of necessary paper transaction, it has not been feasible to evolve completely into a society based on electronic transactions. Digital signatures are the exact tool necessary to convert the most essential paper-based documents to digital electronic media. Digital signatures makes it possible, for example, to have leases, wills, passports, college transcripts, checks, and voter registration forms that exist only in electronic form; any paper version would just be a “copy” of the electronic original. All of this is enabled by an accepted standard for digital signatures.

3.2.19 Is RSA patented?

RSA is patented under U.S. Patent 4,405,829, issued 9/20/83 and held by Public Key Partners (PKP), of Sunnyvale, California; the patent expires 17 years after issue, in 2000. RSA is usually licensed together with other public-key cryptography patents (see Question 3.1.5). PKP has a standard, royalty-based licensing policy which can be modified for special circumstances. If a software vendor, having licensed the public-key patents, incorporates RSA into a commercial product, then anyone who purchases the end product has the legal right to use RSA within the context of that software. The U.S. government can use RSA without a license because it was invented at MIT with partial government funding. RSA is not patented outside North America.

In North America, a license is needed to “make, use or sell” RSA. However, PKP usually allows free non-commercial use of RSA, with written permission, for personal, academic or intellectual reasons. Furthermore, RSA Laboratories has made available (in the U.S. and Canada) at no charge a collection of cryptographic routines in source code, including the RSA algorithm; it can be used, improved and redistributed non-commercially (see Question 3.8.10).

3.2.20 Can RSA be exported from the U.S.?

Export of RSA falls under the same U.S. laws as all other cryptographic products. See Question 3.1.6 for details.

RSA used for authentication is more easily exported than when used for privacy. In the former case, export is allowed regardless of key (modulus) size, although the exporter must demonstrate that the product cannot be easily converted to use for encryption. In the case of RSA used for privacy (encryption), the U.S. government generally does not allow export if the key size exceeds 512 bits. Export policy is currently a subject of debate, and the export status of RSA may well change in the next year or two.

Regardless of U.S. export policy, RSA is available abroad in non-U.S. products.

3.3 Key Management

3.3.1 What key management issues are involved in publickey cryptography?

Secure methods of key management are extremely important. In practice, most attacks on public-key systems will probably be aimed at the key management levels, rather than at the cryptographic algorithm itself. The key management issues mentioned here are discussed in detail in later questions.

Users must be able to obtain securely a key pair suited to their efficiency and security needs. There must be a way to look up other people’s public keys and to publicize one’s own key. Users must have confidence in the legitimacy of others’ public keys; otherwise an intruder can either change public keys listed in a directory, or impersonate another user. Certificates are used for this purpose. Certificates must be unforgeable, obtainable in a secure manner, and processed in such a way that an intruder cannot misuse them. The issuance of certificates must proceed in a secure way, impervious to attack. If someone’s private key is lost or compromised, others must be made aware of this, so that they will no longer encrypt messages under the invalid public key nor accept messages signed with the invalid private key. Users must be able to store their private keys securely, so that no intruder can find it, yet the keys must be readily accessible for legitimate use. Keys need to be valid only until a specified expiration date. The expiration date must be chosen properly and publicized securely. Some documents need to have verifiable signatures beyond the time when the key used to sign them has expired.

Although most of these key management issues arise in any public-key cryptosystem, for convenience they are discussed here in the context of RSA.

3.3.2 Who needs a key?

Anyone who wishes to sign messages or to receive encrypted messages must have a key pair. People may have more than one key. For example, someone might have a key affiliated with his or her work and a separate key for personal use. Other entities will also have keys, including electronic entities such as modems, workstations, and printers, as well as organizational entities such as a corporate department, a hotel registration desk, or a university registrar’s office.

3.3.3 How does one get a key pair?

Each user should generate his or her own key pair. It may be tempting within an organization to have a single site that generates keys for all members who request one, but this is a security risk because it involves the transmission of private keys over a network as well as catastrophic consequences if an attacker infiltrates the key-generation site. Each node on a network should be capable of local key generation, so that private keys are never transmitted and no external key source need be trusted. Of course, the local key generation software must itself be trustworthy. Secret-key authentication systems, such as Kerberos, often do not allow local key generation but instead use a central server to generate keys.

Once generated, a user must register his or her public key with some central administration, called a certifying authority. The certifying authority returns to the user a certificate attesting to the veracity of the user’s public key along with other information (see Questions 3.3.5 and following). Most users should not obtain more than one certificate for the same key, in order to simplify various bookkeeping tasks associated with the key.

3.3.4 Should a public key or private key be shared among users?

In RSA, each person should have a unique modulus and private exponent, i.e., a unique private key. The public exponent, on the other hand, can be common to a group of users without security being compromised. Some public exponents in common use today are 3 and 2^{16} + 1; because these numbers are small, the public-key operations (encryption and signature verification) are fast relative to the private key operations (decryption and signing). If one public exponent becomes a standard, software and hardware can be optimized for that value.

In public-key systems based on discrete logarithms, such as ElGamal, Diffie- Hellman, or DSS, it has often been suggested that a group of people should share a modulus. This would make breaking a key more attractive to an attacker, however, because one could break every key with only slightly more effort than it would take to break a single key. To an attacker, therefore, the average cost to break a key is much lower with a common modulus than if every key has a distinct modulus. Thus one should be very cautious about using a common modulus; if a common modulus is chosen, it should be very large.

3.3.5 What are certificates?

Certificates are digital documents attesting to the binding of a public key to an individual or other entity. They allow verification of the claim that a given public key does in fact belong to a given individual. Certificates help prevent someone from using a phony key to impersonate someone else.

In their simplest form, certificates contain a public key and a name. As commonly used, they also contain the expiration date of the key, the name of the certifying authority that issued the certificate, the serial number of the certificate, and perhaps other information. Most importantly, it contains the digital signature of the certificate issuer. The most widely accepted format for certificates is defined by the CCITT X.509 international standard; thus certificates can be read or written by any application complying with X.509. Further refinements are found in the PKCS set of standards (see Question 3.8.9), and the PEM standard (see Question 3.8.7).

A certificate is issued by a certifying authority (see Question 3.3.7) and signed with the certifying authority’s private key.

3.3.6 How are certificates used?

A certificate is displayed in order to generate confidence in the legitimacy of a public key. Someone verifying a signature can also verify the signer’s certificate, to insure that no forgery or false representation has occurred. These steps can be performed with greater or lesser rigor depending on the context.

The most secure use of authentication involves enclosing one or more certificates with every signed message. The receiver of the message would verify the certificate using the certifying authority’s public key and, now confident of the public key of the sender, verify the message’s signature. There may be two or more certificates enclosed with the message, forming a hierarchical chain, wherein one certificate testifies to the authenticity of the previous certificate. At the end of a certificate hierarchy is a top-level certifying authority, which is trusted without a certificate from any other certifying authority. The public key of the top-level certifying authority must be independently known, for example by being widely published.

The more familiar the sender is to the receiver of the message, the less need there is to enclose, and to verify, certificates. If Alice sends messages to Bob every day, Alice can enclose a certificate chain on the first day, which Bob verifies. Bob thereafter stores Alice’s public key and no more certificates or certificate verifications are necessary. A sender whose company is known to the receiver may need to enclose only one certificate (issued by the company), whereas a sender whose company is unknown to the receiver may need to enclose two certificates. A good rule of thumb is to enclose just enough of a certificate chain so that the issuer of the highest level certificate in the chain is well-known to the receiver.

According to the PKCS standards for public-key cryptography (see Question 3.8.9), every signature points to a certificate that validates the public key of the signer. Specifically, each signature contains the name of the issuer of the certificate and the serial number of the certificate. Thus even if no certificates are enclosed with a message, a verifier can still use the certificate chain to check the status of the public key.

3.3.7 Who issues certificates and how?

Certificates are issued by a certifying authority (CA), which can be any trusted central administration willing to vouch for the identities of those to whom it issues certificates. A company may issue certificates to its employees, a university to its students, a town to its citizens. In order to prevent forged certificates, the CA’s public key must be trustworthy: a CA must either publicize its public key or provide a certificate from a higher-level CA attesting to the validity of its public key. The latter solution gives rise to hierarchies of CAs.

Certificate issuance proceeds as follows. Alice generates her own key pair and sends the public key to an appropriate CA with some proof of her identification. The CA checks the identification and takes any other steps necessary to assure itself that the request really did come from Alice, and then sends her a certificate attesting to the binding between Alice and her public key, along with a hierarchy of certificates verifying the CA’s public key. Alice can present this certificate chain whenever desired in order to demonstrate the legitimacy of her public key.

Since the CA must check for proper identification, organizations will find it convenient to act as a CA for its own members and employees. There will also be CAs that issue certificates to unaffiliated individuals.

Different CAs may issue certificates with varying levels of identification requirements. One CA may insist on seeing a driver’s license, another may want the certificate request form to be notarized, yet another may want fingerprints of anyone requesting a certificate. Each CA should publish its own identification requirements and standards, so that verifiers can attach the appropriate level of confidence in the certified name-key bindings.

An example of a certificate-issuing protocol is Apple Computer’s Open Collaborative Environment (OCE). Apple OCE users can generate a key pair and then request and receive a certificate for the public key; the certificate request must be notarized.

3.3.8 What is a CSU, or, How do certifying authorities store their private keys?

It is extremely important that private keys of certifying authorities are stored securely, because compromise would enable undetectable forgeries. One way to achieve the desired security is to store the key in a tamperproof box; such a box is called a Certificate Signing Unit, or CSU. The CSU would, preferably, destroy its contents if ever opened, and be shielded against attacks using electromagnetic radiation. Not even employees of the certifying authority should have access to the private key itself, but only the ability to use the private key in the process of issuing certificates.

There are many possible designs for CSUs; here is a description of one design found in some current implementations. The CSU is activated by a set of data keys, which are physical keys capable of storing digital information. The data keys use secret-sharing technology such that several people must all use their data keys to activate the CSU. This prevents one disgruntled CA employee from producing phony certificates.

Note that if the CSU is destroyed, say in a fire, no security is compromised. Certificates signed by the CSU are still valid, as long as the verifier uses the correct public key. Some CSUs will be manufactured so that a lost private key can be restored into a new CSU. See Question 3.3.10 for discussion of lost CA private keys.

Bolt, Beranek, and Newman (BBN) currently sells a CSU, and RSA Data Security sells a full-fledged certificate issuing system built around the BBN CSU.

3.3.9 Are certifying authorities susceptible to attack?

One can think of many attacks aimed at the certifying authority, which must be prepared against them.

Consider the following attack. Suppose Bob wishes to impersonate Alice. If Bob can convincingly sign messages as Alice, he can send a message to Alice’s bank saying “I wish to withdraw $10,000 from my account. Please send me the money.” To carry out this attack, Bob generates a key pair and sends the public key to a certifying authority saying “I’m Alice. Here is my public key. Please send me a certificate.” If the CA is fooled and sends him such a certificate, he can then fool the bank, and his attack will succeed. In order to prevent such an attack the CA must verify that a certificate request did indeed come from its purported author, i.e., it must require sufficient evidence that it is actually Alice who is requesting the certificate. The CA may, for example, require Alice to appear in person and show a birth certificate. Some CAs may require very little identification, but the bank should not honor messages authenticated with such low-assurance certificates. Every CA must publicly state its identification requirements and policies; others can then attach an appropriate level of confidence to the certificates.

An attacker who discovers the private key of a certifying authority could then forge certificates. For this reason, a certifying authority must take extreme precautions to prevent illegitimate access to its private key. The private key should be kept in a high-security box, known as a Certificate Signing Unit, or CSU (see Question 3.3.8).

The certifying authority’s public key might be the target of an extensive factoring attack. For this reason, CAs should use very long keys, preferably 1000 bits or longer, and should also change keys regularly. Top-level certifying authorities are exceptions: it may not be practical for them to change keys frequently because the key may be written into software used by a large number of verifiers.

In another attack, Alice bribes Bob, who works for the certifying authority, to issue to her a certificate in the name of Fred. Now Alice can send messages signed in Fred’s name and anyone receiving such a message will believe it authentic because a full and verifiable certificate chain will accompany the message. This attack can be hindered by requiring the cooperation of two (or more) employees to generate a certificate; the attacker now has to bribe two employees rather than one. For example, in some of today’s CSUs, three employees must each insert a data key containing secret information in order to authorize the CSU to generate certificates. Unfortunately, there may be other ways to generate a forged certificate by bribing only one employee. If each certificate request is checked by only one employee, that one employee can be bribed and slip a false request into a stack of real certificate requests. Note that a corrupt employee cannot reveal the certifying authority’s private key, as long as it is properly stored.

Another attack involves forging old documents. Alice tries to factor the modulus of the certifying authority. It takes her 15 years, but she finally succeeds, and she now has the old private key of the certifying authority. The key has long since expired, but she can forge a certificate dated 15 years ago attesting to a phony public key of some other person, say Bob; she can now forge a document with a signature of Bob dated 15 year ago, perhaps a will leaving everything to Alice. The underlying issue raised by this attack is how to authenticate a signed document dated many years ago; this issue is discussed in Question 3.3.17.

Note that these attacks on certifying authorities do not threaten the privacy of messages between users, as might result from an attack on a secret-key distribution center.

3.3.10 What if the certifying authority’s key is lost or compromised?

If the certifying authority’s key is lost or destroyed but not compromised, certificates signed with the old key are still valid, as long as the verifier knows to use the old public key to verify the certificate.

In some CSU designs, encrypted backup copies of the CA’s private key are kept. A CA which loses its key can then restore it by loading the encrypted backup into the CSU, which can decrypt it using some unique information stored inside the CSU; the encrypted backup can only be decrypted using the CSU. If the CSU itself is destroyed, the manufacturer may be able to supply another with the same internal information, thus allowing recovery of the key.

A compromised CA key is a much more dangerous situation. An attacker who discovers a certifying authority’s private key can issue phony certificates in the name of the certifying authority, which would enable undetectable forgeries; for this reason, all precautions must be taken to prevent compromise, including those outlined in Questions 3.3.8 and 3.3.9. If a compromise does occur, the CA must immediately cease issuing certificates under its old key and change to a new key. If it is suspected that some phony certificates were issued, all certificates should be recalled, and then reissued with a new CA key. These measures could be relaxed somewhat if certificates were registered with a digital time-stamping service (see Question 3.3.18). Note that compromise of a CA key does not invalidate users’ eys, but only the certificates that authenticate them. Compromise of a top-level CA’s key should be considered catastrophic, since the key may be built into applications that verify certificates.

3.3.11 What are Certificate Revocation Lists (CRLs)?

A Certificate Revocation List (CRL) is a list of public keys that have been revoked before their scheduled expiration date. There are several reasons why a key might need to be revoked and placed on a CRL. A key might have been compromised. A key might be used professionally by an individual for a company; for example, the official name associated with a key might be “Alice Avery, Vice President, Argo Corp.” If Alice were fired, her company would not want her to be able to sign messages with that key and therefore the company would place the key on the CRL.

When verifying a signature, one can check the relevant CRL to make sure the signer’s key has not been revoked. Whether it is worth the time to perform this check depends on the importance of the signed document.

CRLs are maintained by certifying authorities (CAs) and provide information about revoked keys originally certified by the CA. CRLs only list current keys, since expired keys should not be accepted in any case; when a revoked key is past its original expiration date it is removed from the CRL. Although CRLs are maintained in a distributed manner, there may be central repositories for CRLs, that is, sites on networks containing the latest CRLs from many organizations. An institution like a bank might want an in-house CRL repository to make CRL searches feasible on every transaction.

3.3.12 What happens when a key expires?

In order to guard against a long-term factoring attack, every key must have an expiration date after which it is no longer valid. The time to expiration must therefore be much shorter than the expected factoring time, or equivalently, the key length must be long enough to make the chances of factoring before expiration extremely small. The validity period for a key pair may also depend on the circumstances in which the key will be used, although there will also be a standard period. The validity period, together ith the value of the key and the estimated strength of an expected attacker, then determines the appropriate key size.

The expiration date of a key accompanies the public key in a certificate r a directory listing. The signature verification program should check for expiration and should not accept a message signed with an expired key. This means that when one’s own key expires, everything signed with it will no longer be considered valid. Of course, there will be cases where it is important that a signed document be considered valid for a much longer period of time; Question 3.3.17 discusses ways to achieve this.

After expiration, the user chooses a new key, which should be longer than the old key, perhaps by several digits, to reflect both the performance increase of computer hardware and any recent improvements in factoring algorithms. Recommended key length schedules will likely be published. A user may recertify a key that has expired, if it is sufficiently long and has not been compromised. The certifying authority would then issue a new certificate for the same key, and all new signatures would point to the new certificate instead of the old. However, the fact that computer hardware continues to improve argues for replacing expired keys with new, longer keys every few years. Key replacement enables one to take advantage of the hardware improvements to increase the security of the cryptosystem. Faster hardware has the effect of increasing security, perhaps vastly, but only if key lengths are increased regularly (see Question 3.4.5).

3.3.13 What happens if I lose my private key?

If your private key is lost or destroyed, but not compromised, you can no longer sign or decrypt messages, but anything previously signed with the lost key is still valid. This can happen, for example, if you forget the password used to access your key, or if the disk on which the key is stored is damaged. You need to choose a new key right away, to minimize the number of messages people send you encrypted under your old key, messages which you can no longer read.

3.3.14 What happens if my private key is compromised?

If your private key is compromised, that is, if you suspect an attacker may have obtained your private key, then you must assume that some enemy can read encrypted messages sent to you and forge your name on documents. The seriousness of these consequences underscores the importance of protecting your private key with extremely strong mechanisms (see Question 3.3.15).

You must immediately notify your certifying authority and have your old key placed on a Certificate Revocation List (see Question 3.3.11); this will inform people that the key has been revoked. Then choose a new key and obtain the proper certificates for it. You may wish to use the new key to re-sign documents that you had signed with the compromised key; documents that had been timestamped as well as signed might still be valid. You should also change the way you store your private key, to prevent compromise of the new key.

3.3.15 How should I store my private key?

Private keys must be stored securely, since forgery and loss of privacy could result from compromise. The private key should never be stored anywhere in plaintext form. The simplest storage mechanism is to encrypt the private key under a password and store the result on a disk. Of course, the password itself must be maintained with high security, not written down and not easily guessed. Storing the encrypted key on a disk that is not accessible through a computer network, such as a floppy disk or a local hard disk, will make some attacks more difficult. Ultimately, private keys may be stored on portable hardware, such as a smart card. Furthermore, a challenge-response protocol will be more secure than simple password access. Users with extremely high security needs, such as certifying authorities, should use special hardware devices to protect their keys (see Question 3.3.8).

3.3.16 How do I find someone else’s public key?

Suppose you want to find Bob’s public key. There are several possible ways. You could call him up and ask him to send you his public key via e-mail; you could request it via e-mail as well. Certifying authorities may provide directory services; if Bob works for company Z, look in the directory kept by Z’s certifying authority. Directories must be secure against unauthorized tampering, so that users can be confident that a public key listed in the directory actually belongs to the person listed. Otherwise, you might send private encrypted information to the wrong person.

Eventually, full-fledged directories will arise, serving as online white or yellow pages. If they are compliant with CCITT X.509 standards, the directories will contain certificates as well as public keys; the presence of certificates will lower the directories’ security needs.

3.3.17 How can signatures remain valid beyond the expiration dates of their keys, or, How do you verify a 20-year-old signature?

Normally, a key expires after, say, two years and a document signed with an expired key should not be accepted. However, there are many cases where it is necessary for signed documents to be regarded as legally valid for much longer than two years; long-term leases and contracts are examples. How should these cases be handled? Many solutions have been suggested but it is unclear which will prove the best. Here are some possibilities.

One can have special long-term keys as well as the normal two-year keys. Long-term keys should have much longer modulus lengths and be stored more securely than two-year keys. If a long-term key expires in 50 years, any document signed with it would remain valid within that time. A problem with this method is that any compromised key must remain on the relevant CRL until expiration (see Question 3.3.11); if 50-year keys are routinely placed on CRLs, the CRLs could grow in size to unmanageable proportions. This idea can be modified as follows. Register the long-term key by the normal procedure, i.e., for two years. At expiration time, if it has not been compromised, the key can be recertified, that is, issued a new certificate by the certifying authority, so that the key will be valid for another two years. Now a compromised key only needs to be kept on a CRL for at most two years, not fifty.

One problem with the previous method is that someone might try to invalidate a long-term contract by refusing to renew his key. This problem can be circumvented by registering the contract with a digital time-stamping service (see Question 3.3.18) at the time it is originally signed. If all parties to the contract keep a copy of the time-stamp, then each can prove that the contract was signed with valid keys. In fact, the time-stamp can prove the validity of a contract even if one signer’s key gets compromised at some point after the contract was signed. This time-stamping solution can work with all signed digital documents, not just multi-party contracts.

3.3.18 What is a digital time-stamping service?

A digital time-stamping service (DTS) issues time-stamps which associate a date and time with a digital document in a cryptographically strong way. The digital time-stamp can be used at a later date to prove that an electronic document existed at the time stated on its time-stamp. For example, a physicist who has a brilliant idea can write about it with a word processor and have the document time-stamped. The time-stamp and document together can later prove that the scientist deserves the Nobel Prize, even though an arch rival may have been the first to publish.

Here’s one way such a system could work. Suppose Alice signs a document and wants it time-stamped. She computes a message digest of the document using a secure hash function (see Question 3.8.2) and then sends the message digest (but not the document itself) to the DTS, which sends her in return a digital time-stamp consisting of the message digest, the date and time it was received at the DTS, and the signature of the DTS. Since the message digest does not reveal any information about the content of the document, the DTS cannot eavesdrop on the documents it time-stamps. Later, Alice can present the document and time-stamp together to prove when the document was written. A verifier computes the message digest of the document, makes sure it matches the digest in the time-stamp, and then verifies the signature of the DTS on the time-stamp.

To be reliable, the time-stamps must not be forgeable. Consider the requirements for a DTS of the type just described. First, the DTS itself must have a long key if we want the time-stamps to be reliable for, say, several decades. Second, the private key of the DTS must be stored with utmost security, as in a tamperproof box. Third, the date and time must come from a clock, also inside the tamperproof box, which cannot be reset and which will keep accurate time for years or perhaps for decades. Fourth, it must be infeasible to create time-stamps without using the apparatus in the tamperproof box.

A cryptographically strong DTS using only software has been implemented by Bellcore; it avoids many of the requirements just described, such as tamperproof hardware. The Bellcore DTS essentially combines hash values of documents into data structures called binary trees, whose “root” values are periodically published in the newspaper. A time-stamp consists of a set of hash values which allow a verifier to recompute the root of the tree. Since the hash functions are one-way (see Question 3.8.2), the set of validating hash values cannot be forged. The time associated with the document by the time-stamp is the date of publication.

The use of a DTS would appear to be extremely important, if not essential, for maintaining the validity of documents over many years (see Question 3.3.17). Suppose a landlord and tenant sign a twenty-year lease. The public keys used to sign the lease will expire after, say, two years; solutions such as recertifying the keys or resigning every two years with new keys require the cooperation of both parties several years after the original signing. If one party becomes dissatisfied with the lease, he or she may refuse to cooperate. The solution is to register the lease with the DTS at the time of the original signing; both parties would then receive a copy of the time-stamp, which can be used years later to enforce the integrity of the original lease.

In the future, it is likely that a DTS will be used for everything from longterm corporate contracts to personal diaries and letters. Today, if an historian discovers some lost letters of Mark Twain, their authenticity is checked by physical means. But a similar find 100 years from now may consist of an author’s computer files; digital time-stamps may be the only way to authenticate the find.

3.4 Factoring and Discrete Log

3.4.1 What is a one-way function?

A one-way function is a mathematical function that is significantly easier to perform in one direction (the forward direction) than in the opposite direction (the inverse direction). One might, for example, compute the function in minutes but only be able to compute the inverse in months or years. A trap-door one-way function is a one-way function where the inverse direction is easy if you know a certain piece of information (the trap door), but difficult otherwise.

3.4.2 What is the significance of one-way functions for cryptography?

Public-key cryptosystems are based on (presumed) trap-door one-way functions. The public key gives information about the particular instance of the function; the private key gives information about the trap door. Whoever knows the trap door can perform the function easily in both directions, but anyone lacking the trap door can perform the function only in the forward direction. The forward direction is used for encryption and signature verification; the inverse direction is used for decryption and signature generation.

In almost all public-key systems, the size of the key corresponds to the size of the inputs to the one-way function; the larger the key, the greater the difference between the efforts necessary to compute the function in the forward and inverse directions (for someone lacking the trap door). For a digital signature to be secure for years, for example, it is necessary to use a trap-door one-way function with inputs large enough that someone without the trap door would need many years to compute the inverse function.

All practical public-key cryptosystems are based on functions that are believed to be one-way, but have not been proven to be so. This means that it is theoretically possible that an algorithm will be discovered that can compute the inverse function easily without a trap door; this development would render any cryptosystem based on that one-way function insecure and useless.

3.4.3 What is the factoring problem?

Factoring is the act of splitting an integer into a set of smaller integers (factors) which, when multiplied together, form the original integer. For example, the factors of 15 are 3 and 5; the factoring problem is to find 3 and 5 when given 15. Prime factorization requires splitting an integer into factors that are prime numbers; every integer has a unique prime factorization. Multiplying two prime integers together is easy, but as far as we know, factoring the product is much more difficult.

3.4.4 What is the significance of factoring in cryptography?

Factoring is the underlying, presumably hard problem upon which several publickey cryptosystems are based, including RSA. Factoring an RSA modulus (see Question 3.2.1) would allow an attacker to figure out the private key; thus, anyone who can factor the modulus can decrypt messages and forge signatures. The security of RSA therefore depends on the factoring problem being difficult. Unfortunately, it has not been proven that factoring must be difficult, and there remains a possibility that a quick and easy factoring method might be discovered (see Question 3.4.7), although factoring researchers consider this possibility remote.

Factoring large numbers takes more time than factoring smaller numbers. This is why the size of the modulus in RSA determines how secure an actual use of RSA is; the larger the modulus, the longer it would take an attacker to factor, and thus the more resistant to attack the RSA implementation is.

3.4.5 Has factoring been getting easier?

Factoring has become easier over the last fifteen years for two reasons: computer hardware has become more powerful, and better factoring algorithms have been developed.

Hardware improvement will continue inexorably, but it is important to realize that hardware improvements make RSA more secure, not less. This is because a hardware improvement that allows an attacker to factor a number two digits longer than before will at the same time allow a legitimate RSA user to use a key dozens of digits longer than before; a user can choose a new key a dozen digits longer than the old one without any performance slowdown, yet a factoring attack will become much more difficult. Thus although the hardware improvement does help the attacker, it helps the legitimate user much more. This general rule may fail in the sense that factoring may take place using fast machines of the future, attacking RSA keys of the past; in this scenario, only the attacker gets the advantage of the hardware improvement. This consideration argues for using a larger key size today than one might otherwise consider warranted. It also argues for replacing one’s RSA key with a longer key every few years, in order to take advantage of the extra security offered by hardware improvements. This point holds for other public-key systems as well.

Better factoring algorithms have been more help to the RSA attacker than have hardware improvements. As the RSA system, and cryptography in general, have attracted much attention, so has the factoring problem, and many researchers have found new factoring methods or improved upon others. This has made factoring easier, for numbers of any size and irrespective of the speed of the hardware. However, factoring is still a very difficult problem.

Overall, any recent decrease in security due to algorithm improvement can be offset by increasing the key size. In fact, between general computer hardware improvements and special-purpose RSA hardware improvements, increases in key size (maintaining a constant speed of RSA operations) have kept pace or exceeded increases in algorithm efficiency, resulting in no net loss of security. As long as hardware continues to improve at a faster rate than that at which the complexity of factoring algorithms decreases, the security of RSA will increase, assuming RSA users regularly increase their key size by appropriate amounts. The open question is how much faster factoring algorithms can get; there must be some intrinsic limit to factoring speed, but this limit remains unknown.

3.4.6 What are the best factoring methods in use today?

Factoring is a very active field of research among mathematicians and computer scientists; the best factoring algorithms are mentioned below with some references and their big − O asymptotic efficiency. O notation measures how fast an algorithm is; it gives an upper bound on the number of operations (to order of magnitude) in terms of n, the number to be factored, and p, a prime factor of n. Factoring algorithms come in two flavors, special purpose and general purpose; the efficiency of the former depends on the unknown factors, whereas the efficiency of the latter depends on the number to be factored. Special purpose algorithms are best for factoring numbers with small factors, but the numbers used for the modulus in the RSA system do not have any small factors. Therefore, general purpose factoring algorithms are the more important ones in the context of cryptographic systems and their security.

Special purpose factoring algorithms include the Pollard ρ method, with expected running time O( √ p), and the Pollard p − 1 method, with running time O(p^′), where p^′ is the largest prime factor of p−1. Both of these take an amount of time that is exponential in the size of p, the prime factor that they find; thus these algorithms are too slow for most factoring jobs. The elliptic curve method (ECM) is superior to these; its asymptotic running time is O(e

√_{2 ln p ln ln p} ). The ECM is often used in practice to find factors of randomly generated numbers; it is not strong enough to factor a large RSA modulus.

The best general purpose factoring algorithm today is the number field sieve, which runs in time approximately O(e^{1.9(ln n)1=3(ln ln n)2=3} ). It has only recently been implemented, and not yet practical enough to perform the most desired factorizations. Instead, the most widely used general purpose algorithm is the multiple polynomial quadratic sieve (mpqs), which has running time O(e^{√ln n ln ln n}). The mpqs (and some of its variations) is the only general purpose algorithm that has successfully factored numbers greater than 110 digits; a variation known as ppmpqs has been particularly popular.

It is expected that within a few years the number field sieve will overtake the mpqs as the most widely used factoring algorithm, as the size of the numbers being factored increases from about 120 digits, which is the current threshold of general numbers which can be factored, to 130 or 140 digits. A “general number” is one with no special form that might make it easier to factor; an RSA modulus is a general number. Note that a 512-bit number has about 155 digits.

Numbers that have a special form can already be factored up to 155 digits or more. The Cunningham Project keeps track of the factorizations of numbers with these special forms and maintains a “10 Most Wanted” list of desired factorizations. Also, a good way to survey current factoring capability is to look at recent results of the RSA Factoring Challenge (see Question 3.4.8).

3.4.7 What are the prospects for theoretical factoring breakthroughs?

Although factoring is strongly believed to be a difficult mathematical problem, it has not been proved so. Therefore there remains a possibility that an easy factoring algorithm will be discovered. This development, which could seriously weaken RSA, would be highly surprising and the possibility is considered extremely remote by the researchers most actively engaged in factoring research.

Another possibility is that someone will prove that factoring is difficult. This negative breakthrough is probably more likely than the positive breakthrough discussed above, but would also be unexpected at the current state of theoretical factoring research. This development would guarantee the security of RSA beyond a certain key size.

3.4.8 What is the RSA Factoring Challenge?

RSA Data Security Inc. (RSADSI) administers a factoring contest with quarterly cash prizes. Those who factor numbers listed by RSADSI earn points toward the prizes; factoring smaller numbers earns more points than factoring larger numbers. Results of the contest may be useful to those who wish to know the state of the art in factoring; the results show the size of numbers factored, which algorithms are used, and how much time was required to factor each number. Send e-mail to challenge-info@rsa.com for information.

3.4.9 What is the discrete log problem?

The discrete log problem, in its most common formulation, is to find the exponent x in the formula y = g^xmodp; in other words, it seeks to answer the question, To what power must g be raised in order to obtain y, modulo the prime number p? There are other, more general, formulations as well.

Like the factoring problem, the discrete log problem is believed to be difficult and also to be the hard direction of a one-way function. For this reason, it has been the basis of several public-key cryptosystems, including the ElGamal system and DSS (see Questions 3.2.15 and 3.6.8). The discrete log problem bears the same relation to these systems as factoring does to RSA: the security of these systems rests on the assumption that discrete logs are difficult to compute.

The discrete log problem has received much attention in recent years. The best discrete log problems have expected running times similar to that of the best factoring algorithms. Rivest has analyzed the expected time to solve discrete log both in terms of computing power and money.

3.4.10 Which is easier, factoring or discrete log?

The asymptotic running time of the best discrete log algorithm is approximately the same as for the best general purpose factoring algorithm. Therefore, it requires about as much effort to solve the discrete log problem modulo a 512-bit prime as to factor a 512-bit RSA modulus. There are experimental evidences that the discrete log problem is slightly harder than factoring: it is suggested that the effort necessary to factor a 110-digit integer is the same as the effort to solve discrete logarithms modulo a 100-digit prime. This difference is so slight that it should not be a significant consideration when choosing a cryptosystem.

Historically, it has been the case that an algorithmic advance in either problem, factoring or discrete logs, was then applied to the other. This suggests that the degrees of difficulty of both problems are closely linked, and that any breakthrough, either positive or negative, will affect both problems equally.

3.5 DES

3.5.1 What is DES?

DES is the Data Encryption Standard, an encryption block cipher defined and endorsed by the U.S. government in 1977 as an official standard; the details can be found in the official FIPS publication. It was originally developed at IBM. DES has been extensively studied over the last 15 years and is the most well-known and widely used cryptosystem in the world.

DES is a secret-key, symmetric cryptosystem: when used for communication, both sender and receiver must know the same secret key, which is used both to encrypt and decrypt the message. DES can also be used for single-user encryption, such as to store files on a hard disk in encrypted form. In a multi-user environment, secure key distribution may be difficult; public-key cryptography was invented to solve this problem (see Question 3.1.3). DES operates on 64-bit blocks with a 56-bit key. It was designed to be implemented in hardware, and its operation is relatively fast. It works well for bulk encryption, that is, for encrypting a large set of data.

NIST (see Question 3.7.1) has recertified DES as an official U.S. government encryption standard every five years; DES was last recertified in 1993, by default. NIST has indicated, however, that it may not recertify DES again.

3.5.2 Has DES been broken?

DES has never been “broken”, despite the efforts of many researchers over many years. The obvious method of attack is brute-force exhaustive search of the key space; this takes 2^{55} steps on average. Early on it was suggested that a rich and powerful enemy could build a special-purpose computer capable of breaking DES by exhaustive search in a reasonable amount of time. Later, Hellman showed a time-memory trade-off that allows improvement over exhaustive search if memory space is plentiful, after an exhaustive precomputation. These ideas fostered doubts about the security of DES. There were also accusations that the NSA had intentionally weakened DES. Despite these suspicions, no feasible way to break DES faster than exhaustive search was discovered. The cost of a specialized computer to perform exhaustive search has been estimated by Wiener at one million dollars.

Just recently, however, the first attack on DES that is better than exhaustive search was announced by Eli Biham and Adi Shamir, using a new technique known as differential cryptanalysis. This attack requires encryption of 2^{47} chosen plaintexts, i.e., plaintexts chosen by the attacker. Although a theoretical breakthrough, this attack is not practical under normal circumstances because it requires the attacker to have easy access to the DES device in order to encrypt the chosen plaintexts. Another attack, known as linear cryptanalysis, does not require chosen plaintexts.

The consensus is that DES, when used properly, is secure against all but the most powerful enemies. In fact, triple encryption DES (see Question 3.5.3) may be secure against anyone at all. Biham and Shamir have stated that they consider DES secure. It is used extensively in a wide variety of cryptographic systems, and in fact, most implementations of public-key cryptography include DES at some level.

3.5.3 How does one use DES securely?

When using DES, there are several practical considerations that can affect the security of the encrypted data. One should change DES keys frequently, in order to prevent attacks that require sustained data analysis. In a communications context, one must also find a secure way of communicating the DES key to both sender and receiver. Use of RSA or some other public-key technique for key management solves both these issues: a different DES key is generated for each session, and secure key management is provided by encrypting the DES key with the receiver’s RSA public key. RSA, in this circumstance, can be regarded as a tool for improving the security of DES (or any other secret key cipher).

If one wishes to use DES to encrypt files stored on a hard disk, it is not feasible to frequently change the DES keys, as this would entail decrypting and then re-encrypting all files upon each key change. Instead, one should have a master DES key with which one encrypts the list of DES keys used to encrypt the files; one can then change the master key frequently without much effort.

A powerful technique for improving the security of DES is triple encryption, that is, encrypting each message block under three different DES keys in succession. Triple encryption is thought to be equivalent to doubling the key size of DES, to 112 bits, and should prevent decryption by an enemy capable of single-key exhaustive search. Of course, using triple-encryption takes three times as long as single-encryption DES.

Aside from the issues mentioned above, DES can be used for encryption in several officially defined modes. Some are more secure than others. ECB (electronic codebook) mode simply encrypts each 64-bit block of plaintext one after another under the same 56-bit DES key. In CBC (cipher block chaining) mode, each 64-bit plaintext block is XORed with the previous ciphertext block before being encrypted with the DES key. Thus the encryption of each block depends on previous blocks and the same 64-bit plaintext block can encrypt to different ciphertext depending on its context in the overall message. CBC mode helps protect against certain attacks, although not against exhaustive search or differential cryptanalysis. CFB (cipher feedback) mode allows one to use DES with block lengths less than 64 bits.

In practice, CBC is the most widely used mode of DES, and is specified in several standards. For additional security, one could use triple encryption with CBC, but since single DES in CBC mode is usually considered secure enough, triple encryption is not often used.

3.5.4 Can DES be exported from the U.S.?

Export of DES, either in hardware or software, is strictly regulated by the U.S. State Department and the NSA (see Question 3.1.6). The government rarely approves export of DES, despite the fact that DES is widely available overseas; financial institutions and foreign subsidiaries of U.S. companies are exceptions.

3.5.5 What are the alternatives to DES?

Over the years, various bulk encryption algorithms have been designed as alternatives to DES. One is FEAL (Fast Encryption ALgorithm), a cipher for which attacks have been discovered, although new versions have been proposed. Another recently proposed cipher designed by Lai and Massey and known as IDEA seems promising, although it has not yet received sufficient scrutiny to instill full confidence in its security. The U.S. government recently announced a new algorithm called Skipjack (see Question 3.6.5) as part of its Capstone project. Skipjack operates on 64-bit blocks of data, as does DES, but uses 80- bit keys, as opposed to 56-bit keys in DES. However, the details of Skipjack are classified, so Skipjack is only available in hardware from government-authorized manufacturers.

Rivest has developed the ciphers RC2 and RC4 (see Question 3.8.6), which can be made as secure as necessary because they use variable key sizes. Faster than DES, at least in software, they have the further advantage of special U.S. government status whereby the export approval is simplified and expedited if the key size is limited to 40 bits.

3.5.6 Is DES a group?

It has been frequently asked whether DES encryption is closed under composition; i.e., is encrypting a plaintext under one DES key and then encrypting the result under another key always equivalent to a single encryption under a single key? Algebraically, is DES a group? If so, then DES might be weaker than would otherwise be the case. However, the answer is no, DES is not a group; this issue was settled only recently, after many years of speculation and circumstantial evidence. This result seems to imply that techniques such as triple encryption do in fact increase the security of DES.

3.6 Capstone, Clipper and DSS

3.6.1 What is Capstone?

Capstone is the U.S. government’s long-term project to develop a set of standards for publicly-available cryptography, as authorized by the Computer Security Act of 1987. The primary agencies responsible for Capstone are NIST and the NSA (see Section 7). The plan calls for the elements of Capstone to become official U.S. government standards, in which case both the government itself and all private companies doing business with the government would be required to use Capstone.

There are four major components of Capstone: a bulk data encryption algorithm, a digital signature algorithm, a key exchange protocol, and a hash function. The data encryption algorithm is called Skipjack (see Question 3.6.5), but is often referred to as Clipper, which is the encryption chip that includes Skipjack (see Question 3.6.2). The digital signature algorithm is DSS (see Question 3.6.8) and the hash function is SHS (see Question 3.8.4 about SHS and Question 3.8.2 about hash functions). The key exchange protocol has not yet been announced.

All the parts of Capstone have 80-bit security: all the keys involved are 80 bits long and other aspects are also designed to withstand anything less than an “80-bit” attack, that is, an effort of 2^{80} operations. Eventually the government plans to place the entire Capstone cryptographic system on a single chip.

3.6.2 What is Clipper?

Clipper is an encryption chip developed and sponsored by the U.S. government as part of the Capstone project (see Question 3.6.1). Announced by the White

House in April, 1993, Clipper was designed to balance the competing concerns of federal law-enforcement agencies with those of private citizens and industry. The law-enforcement agencies wish to have access to the communications of suspected criminals, for example by wire-tapping; these needs are threatened by secure cryptography. Industry and individual citizens, however, want secure communications, and look to cryptography to provide it.

Clipper technology attempts to balance these needs by using escrowed keys. The idea is that communications would be encrypted with a secure algorithm, but the keys would be kept by one or more third parties (the “escrow agencies”), and made available to law-enforcement agencies when authorized by a court-issued warrant. Thus, for example, personal communications would be impervious to recreational eavesdroppers, and commercial communications would be impervious to industrial espionage, and yet the FBI could listen in on suspected terrorists or gangsters.

Clipper has been proposed as a U.S. government standard; it would then be used by anyone doing business with the federal government as well as for communications within the government. For anyone else, use of Clipper is strictly voluntary. AT&T has announced a secure telephone that uses the Clipper chip.

3.6.3 How does the Clipper chip work?

The Clipper chip contains an encryption algorithm called Skipjack (see Question 3.6.5), whose details have not been made public. Each chip also contains a unique 80-bit unit key U, which is escrowed in two parts at two escrow agencies; both parts must be known in order to recover the key. Also present is a serial number and an 80-bit “family key” F; the latter is common to all Clipper chips. The chip is manufactured so that it cannot be reverse engineered; this means that the Skipjack algorithm and the keys cannot be read off the chip.

When two devices wish to communicate, they first agree on an 80-bit“session key” K. The method by which they choose this key is left up to the implementer’s discretion; a public-key method such as RSA or Diffie-Hellman seems a likely choice. The message is encrypted withthe key K and sent; note that the key K is not escrowed. In addition to the encrypted message, another piece of data, called the law-enforcement access field (LEAF), is created and sent. It includes the session key K encrypted with the unit key U, then concatenated with the serial number of the sender and an authentication string, and then, finally, all encrypted with the family key. The exact details of the law-enforcement field are classified.

The receiver decrypts the law-enforcement field, checks the authentication string, and decrypts the message with the key K.

Now suppose a law-enforcement agency wishes to tap the line. It uses the family key to decrypt the law-enforcement field; the agency now knows the serial number and has an encrypted version of the session key. It presents an authorization warrant to the two escrow agencies along with the serial number. The escrow agencies give the two parts of the unit key to the law-enforcement agency, which then decrypts to obtain the session key K. Now the agency can use K to decrypt the actual message.

Further details on the Clipper chip operation, such as the generation of the unit key, are sketched by Denning.

3.6.4 Who are the escrow agencies?

It has not yet been decided which organizations will serve as the escrow agencies, that is, keep the Clipper chip keys. No law-enforcement agency will be an escrow agency, and it is possible that at least one of the escrow agencies will be an organization outside the government.

It is essential that the escrow agencies keep the key databases extremely secure, since unauthorized access to both escrow databases could allow unauthorized eavesdropping on private communications. In fact, the escrow agencies are likely to be one of the major targets for anyone trying to compromise the Clipper system; the Clipper chip factory is another likely target.

3.6.5 What is Skipjack?

Skipjack is the encryption algorithm contained in the Clipper chip; it was designed by the NSA. It uses an 80-bit key to encrypt 64-bit blocks of data; the same key is used for the decryption. Skipjack can be used in the same modes as DES (see Question 3.5.3), and may be more secure than DES, since it uses 80-bit keys and scrambles the data for 32 steps, or “rounds”; by contrast, DES uses 56-bit keys and scrambles the data for only 16 rounds.

The details of Skipjack are classified. The decision not to make the details of the algorithm publicly available has been widely criticized. Many people are suspicious that Skipjack is not secure, either due to oversight by its designers, or by the deliberate introduction of a secret trapdoor. By contrast, there have been many attempts to find weaknesses in DES over the years, since its details are public. These numerous attempts (and the fact that they have failed) have made people confident in the security of DES. Since Skipjack is not public, the same scrutiny cannot be applied towards it, and thus a corresponding level of confidence may not arise.

Aware of such criticism, the government invited a small group of independent cryptographers to examine the Skipjack algorithm. They issued a report which stated that, although their study was too limited to reach a definitive conclusion, they nevertheless believe that Skipjack is secure.

Another consequence of Skipjack’s classified status is that it cannot be implemented in software, but only in hardware by government-authorized chip manufacturers.

3.6.6 Why is Clipper controversial?

The Clipper chip proposal has aroused much controversy and has been the subject of much criticism. Unfortunately two distinct issues have become confused in the large volume of public comment and discussion.

First there is controversy about the whole idea of escrowed keys. Those in favor of escrowed keys see it as a way to provide secure communications for the public at large while allowing law-enforcement agencies to monitor the communications of suspected criminals. Those opposed to escrowed keys see it as an unnecessary and ineffective intrusion of the government into the private lives of citizens. They argue that escrowed keys infringe their rights of privacy and free speech. It will take a lot of time and much public discussion for society to reach a consensus on what role, if any, escrowed keys should have.

The second area of controversy concerns various objections to the specific Clipper proposal, that is, objections to this particular implementation of escrowed keys, as opposed to the idea of escrowed keys in general. Common objections include: the Skipjack algorithm is not public (see Questions 3.6.5) and may not be secure; the key escrow agencies will be vulnerable to attack; there are not enough key escrow agencies; the keys on the Clipper chips are not generated in a sufficiently secure fashion; there will not be sufficient competition among implementers, resulting in expensive and slow chips; software implementations are not possible; and the key size is fixed and cannot be increased if necessary.

Micali has recently proposed an alternative system that also attempts to balance the privacy concerns of law-abiding citizens with the investigative concerns of law-enforcement agencies. Called fair public-key cryptography, it is similar in function and purpose to the Clipper chip proposal but users can choose their own keys, which they register with the escrow agencies. Also, the system does not require secure hardware, and can be implemented completely in software.

3.6.7 What is the current status of Clipper?

Clipper is under review. Both the executive branch and Congress are considering it, and an advisory panel recently recommended a full year-long public discussion of cryptography policy. NIST has invited the public to send comments, as part of its own review.

3.6.8 What is DSS?

DSS is the proposed Digital Signature Standard, which specifies a Digital Signature Algorithm (DSA), and is a part of the U.S. government’s Capstone project (see Question 3.6.1). It was selected by NIST, in cooperation with the NSA (see Section 7), to be the digital authentication standard of the U.S. government; whether the government should in fact adopt it as the official standard is still under debate.

DSS is based on the discrete log problem (see Question 3.4.9) and derives from cryptosystems proposed by Schnorr and ElGamal. It is for authentication only.

DSS has, for the most part, been looked upon unfavorably by the computer industry, much of which had hoped the government would choose the RSA algorithm as the official standard; RSA is the most widely used authentication algorithm. Several articles in the press, such as, discuss the industry dissatisfaction with DSS. Criticism of DSS has focused on a few main issues: it lacks key exchange capability; the underlying cryptosystem is too recent and has been subject to too little scrutiny for users to be confident of its strength; verification of signatures with DSS is too slow; the existence of a second authentication standard will cause hardship to computer hardware and software vendors, who have already standardized on RSA; and that the process by which NIST chose DSS was too secretive and arbitrary, with too much influence wielded by NSA. Other criticisms were addressed by NIST by modifying the original proposal.

In the DSS system, signature generation is faster than signature verification, whereas in the RSA system, signature verification is faster than signature generation (if the public and private exponents are chosen for this property, which is the usual case). NIST claims that it is an advantage of DSS that signing is faster, but many people in cryptography think that it is better for verification to be the faster operation.

3.6.9 Is DSS secure?

The most serious criticisms of DSS involve its security. DSS was originally proposed with a fixed 512-bit key size. After much criticism that this is not secure enough, NIST revised DSS to allow key sizes up to 1024 bits. More critical, however, is the fact that DSS has not been around long enough to withstand repeated attempts to break it; although the discrete log problem is old, the particular form of the problem used in DSS was first proposed for cryptographic use in 1989 by Schnorr and has not received much public study. In general, any new cryptosystem could have serious flaws that are only discovered after years of scrutiny by cryptographers. Indeed this has happened many times in the past. RSA has withstood over 15 years of vigorous examination for weaknesses. In the absence of mathematical proofs of security, nothing builds confidence in a cryptosystem like sustained attempts to crack it. Although DSS may well turn out to be a strong cryptosystem, its relatively short history will leave doubts for years to come.

Some researchers warned about the existence of “trapdoor” primes in DSS, which could enable a key to be easily broken. These trapdoor primes are relatively rare however, and are easily avoided if proper key generation procedures are followed.

3.6.10 Is use of DSS covered by any patents?

NIST has filed a patent application for DSS and there have been claims that DSS is covered by other public-key patents. NIST recently announced its intention to grant exclusive sublicensing rights for the DSS patent to Public Key Partners (PKP), which also holds the sublicensing rights to other patents that may cover DSS (see Question 3.1.5). In the agreement between NIST and PKP, PKP publicly stated uniform guidelines by which it will grant licenses to practice DSS. PKP stated that DSS can be used on a royalty-free basis in the case of personal, noncommercial, or U.S. government use.

3.6.11 What is the current status of DSS?

After NIST issued the DSS proposal in August 1991, there was a period in which comments from the public were solicited; NIST then revised its proposal in light of the comments. DSS may be issued as a FIPS and become the official U.S. government standard, but it is not clear when this might happen. DSS is currently in the process of becoming a standard, along with RSA, for the financial services industry; a recent draft standard contains the revised version of DSS.

3.7 NIST and NSA

3.7.1 What is NIST?

NIST is an acronym for the National Institute of Standards and Technology, a division of the U.S. Department of Commerce; it was formerly known as the National Bureau of Standards (NBS). Through its Computer Systems Laboratory it aims to promote open systems and interoperability that will spur development of computer-based economic activity. NIST issues standards and guidelines that it hopes will be adopted by all computer systems in the U.S., and also sponsors workshops and seminars. Official standards are published as FIPS (Federal Information Processing Standards) publications.

In 1987 Congress passed the Computer Security Act, which authorized NIST to develop standards for ensuring the security of sensitive but unclassified information in government computer systems. It encouraged NIST to work with other government agencies and private industry in evaluating proposed computer security standards.

3.7.2 What role does NIST play in cryptography?

NIST issues standards for cryptographic routines; U.S. government agencies are required to use them, and the private sector often adopts them as well. In January 1977, NIST declared DES (see Question 3.5.1) the official U.S. encryption standard and published it as FIPS Publication 46; DES soon became a de facto standard throughout the U.S.

A few years ago, NIST was asked to choose a set of cryptographic standards for the U.S.; this has become known as the Capstone project (see Section 6). After a few years of rather secretive deliberations, and in cooperation with the NSA, NIST issued proposals for various standards in cryptography, including digital signatures (DSS) and data encryption (the Clipper chip); these are pieces of the overall Capstone project.

NIST has been criticized for allowing the NSA too much power in setting cryptographic standards, since the interests of the NSA conflict with that of the Commerce Department and NIST. Yet, the NSA has much more experience with cryptography, and many more qualified cryptographers and cryptanalysts, than does NIST; it would be unrealistic to expect NIST to forego such available assistance.

3.7.3 What is the NSA?

The NSA is the National Security Agency, a highly secretive agency of the U.S. government that was created by Harry Truman in 1952; its very existence was kept secret for many years. The NSA has a mandate to listen to and decode all foreign communications of interest to the security of the United States. It has also used its power in various ways (see Question 3.7.4) to slow the spread of publicly available cryptography, in order to prevent national enemies from employing encryption methods too strong for the NSA to break.

As the premier cryptographic government agency, the NSA has huge financial and computer resources and employs a host of cryptographers. Developments in cryptography achieved at the NSA are not made public; this secrecy has led to many rumors about the NSA’s ability to break popular cryptosystems like DES and also to rumors that the NSA has secretly placed weaknesses, called trap doors, in government-endorsed cryptosystems, such as DES. These rumors have never been proved or disproved, and the criteria used by the NSA in selecting cryptography standards have never been made public.

Recent advances in the computer and telecommunications industries have placed NSA actions under unprecedented scrutiny, and the agency has become the target of heavy criticism for hindering U.S. industries that wish to use or sell strong cryptographic tools. The two main reasons for this increased criticism are the collapse of the Soviet Union and the development and spread of commercially available public-key cryptographic tools. Under pressure, the NSA may be forced to change its policies.

3.7.4 What role does the NSA play in commercial cryptography?

The NSA’s charter limits its activities to foreign intelligence. However, the NSA is concerned with the development of commercial cryptography because the availability of strong encryption tools through commercial channels could impede the NSA’s mission of decoding international communications; in other words, the NSA is worried lest strong commercial cryptography fall into the wrong hands.

The NSA has stated that it has no objection to the use of secure cryptography by U.S. industry. It also has no objection to cryptographic tools used for authentication, as opposed to privacy. However, the NSA is widely viewed as following policies that have the practical effect of limiting and/or weakening the cryptographic tools used by law-abiding U.S. citizens and corporations.

The NSA exerts influence over commercial cryptography in several ways. First, it controls the export of cryptography from the U.S. (see Question 3.1.6); the NSA generally does not approve export of products used for encryption unless the key size is strictly limited. It does, however, approve for export any products used for authentication only, no matter how large the key size, so long as the product cannot be converted to be used for encryption. The NSA has also blocked encryption methods from being published or patented, citing a national security threat. Additionally, the NSA serves an “advisory” role to NIST in the evaluation and selection of official U.S. government computer security standards; in this capacity, it has played a prominent, and controversial, role in the selection of DES and in the development of the group of standards known as the Capstone project (see Section 6), which includes DSS and the Clipper chip. The NSA can also exert market pressure on U.S. companies to produce (or refrain from producing) cryptographic goods, since the NSA itself is often a large customer of these companies.

Cryptography is in the public eye as never before and has become the subject of national public debate. The status of cryptography, and the NSA’s role in it, will probably change over the next few years.

3.8 Misceallenous

3.8.1 What is the legal status of documents signed with digital signatures?

If digital signatures are to replace handwritten signatures they must have the same legal status as handwritten signatures, i.e., documents signed with digital signatures must be legally binding. NIST has stated that its proposed Digital Signature Standard (see Question 3.6.8) should be capable of “proving to a third party that data was actually signed by the generator of the signature.” Furthermore, U.S. federal government purchase orders will be signed by any such standard; this implies that the government will support the legal authority of digital signatures in the courts. Some preliminary legal research has also resulted in the opinion that digital signatures would meet the requirements of legally binding signatures for most purposes, including commercial use as defined in the Uniform Commercial Code (UCC). A GAO (Government Accounting Office) decision requested by NIST also opines that digital signatures will meet the legal standards of handwritten signatures.

However, since the validity of documents with digital signatures has never been challenged in court, their legal status is not yet well-defined. Through such challenges, the courts will issue rulings that collectively define which digital signature methods, key sizes, and security precautions are acceptable for a digital signature to be legally binding.

Digital signatures have the potential to possess greater legal authority than handwritten signatures. If a ten-page contract is signed by hand on the tenth page, one cannot be sure that the first nine pages have not been altered. If the contract was signed by digital signatures, however, a third party can verify that not one byte of the contract has been altered.

Currently, if two people wish to digitally sign a series of contracts, they may wish to first sign a paper contract in which they agree to be bound in the future by any contracts digitally signed by them with a given signature method and minimum key size.

3.8.2 What is a hash function? What is a message digest?

A hash function is a computation that takes a variable-size input and returns a fixed-size string, which is called the hash value. If the hash function is one-way, i.e., hard to invert, it is also called a message-digest function, and the result is called a message digest. The idea is that a digest represents concisely the longer message or document from which it was computed; one can think of a message digest as a “digital fingerprint” of the larger document. Examples of well-known hash functions are MD4, MD5, and SHS (see Questions 3.8.3 and 3.8.4).

Although hash functions in general have many uses in computer programs, in cryptography they are used to generate a small string (the message digest) that can represent securely a much larger string, such as a file or message. Since the hash functions are faster than the signing functions, it is much more efficient to compute a digital signature using a document’s message digest, which is small, than using the arbitrarily large document itself. Additionally, a digest can be made public without revealing the contents of the document from which it derives. This is important in digital time-stamping, where, using hash functions, one can get a document time-stamped without revealing its contents to the time-stamping service (see Question 3.3.18).

A hash function used for digital authentication must have certain properties that make it secure enough for cryptographic use. Specifically, it must be infeasible to find a message that hashes to a given value and it must be infeasible to find two distinct messages that hash to the same value. The ability to find a message hashing to a given value would enable an attacker to substitute a fake message for a real message that was signed. It would also enable someone to falsely disown a message by claiming that he or she actually signed a different message hashing to the same value, thus violating the non-repudiation property of digital signatures. The ability to find two distinct messages hashing to the same value could enable an attack whereby someone is tricked into signing a message which hashes to the same value as another message with a quite different meaning. The digest must therefore be long enough to prevent an attacker from doing an exhaustive search for a collision. For example, if a hash function produces 100-bit strings, exhaustive search would take 2^{100} attempts on average to match a given value, and approximately 2^{50} attempts on average to find two inputs producing the same digest.

A digital signature system can be broken by attacking either the difficult mathematical problem on which the signature method is based or the hash function used to create the message digests. When choosing an authentication system, it is generally a good idea to choose a signature method and a hash function that require comparable efforts to break; any extra security in one of the two components is wasted, since attacks will be directed at the weaker component. Actually, attacking the hash function is harder in practice, since it requires a large amount of memory and the ability to trick the victim into signing a special message. With 2^{64} operations, an attacker can find two messages that hash to the same digest under any of the MD hash functions; this effort is comparable to that necessary to break 512-bit RSA; thus MD5 is a good choice when using RSA with a 512-bit modulus. However, those with greater security needs, such as certifying authorities, should use a longer modulus and a hash function that produces a longer message digest; either SHS (160-bit digest) or a modified version of MD4 that produces a 256-bit digest would suffice.

3.8.3 What are MD2, MD4 and MD5?

MD2, MD4 and MD5 (MD stands for Message Digest) are widely used hash functions designed by Ron Rivest specifically for cryptographic use. They produce 128-bit digests and there is no known attack faster than exhaustive search.

MD2 is the slowest of the three; MD4 is the fastest. MD5 has been dubbed “MD4 with safety belts” by Rivest, since it has a more conservative design than MD4; the design gives it increased security against attack, but at a cost of being approximately 33% slower than MD4. MD5 is the most commonly used of the three algorithms. MD4 and MD5 are publicly available for unrestricted use; MD2 is available for use with PEM (see Question 3.8.7). Details of MD2, MD4, and MD5 with sample C code are available in Internet RFCs (Requests For Comments) 1319, 1320, and 1321, respectively.

No feasible attacks on any of the MD algorithms have been discovered, although some recent theoretical work has found some interesting structural properties.

3.8.4 What is SHS?

The Secure Hash Standard (SHS) is a hash function proposed by NIST (see Question 3.7.1) and adopted as a U.S. government standard. It is designed for use with the proposed Digital Signature Standard (see Question 3.6.8) and is part of the government’s Capstone project (see Question 3.6.1). SHS produces a 160-bit hash value from a variable-size input. SHS is structurally similar to MD4 and MD5. It is roughly 25% slower than MD5 but may be more secure, because it produces message digests that are 25% longer than those produced by the MD functions. SHS is currently the only part of Capstone that has been officially adopted as a government standard.

3.8.5 3..8..5. What is Kerberos?

Kerberos is a secret-key network authentication system developed at MIT; it uses DES for encryption and authentication. Unlike a public-key authentication system, it does not produce digital signatures: Kerberos was designed to authenticate requests for network resources rather than to authenticate authorship of documents. Kerberos provides real-time authentication in a distributed environment, but does not provide for future third-party verification of documents.

In a Kerberos system, there is a designated site on the network, called the Kerberos server, which performs centralized key management and administrative functions. The server maintains a database containing the secret keys of all users, generates session keys whenever two users wish to communicate securely, and authenticates the identity of a user who requests certain network services.

Kerberos, like other secret-key systems, requires trust in a third party, in this case the Kerberos server. If the server were compromised, the integrity of the whole system would fall. Public-key cryptography was designed precisely to avoid the necessity to trust third parties or communication lines (see Question 3.1.4). Kerberos may be adequate for those who do not need the more robust functions and properties of public-key systems.

3.8.6 What are RC2 and RC4?

RC2 and RC4 are variable-key-size cipher functions designed by Ron Rivest for fast bulk encryption. They are alternatives to DES (see Question 3.5.1) and are as fast or faster than DES. They can be more secure than DES because of their ability to use long key sizes; they can also be less secure than DES if short key sizes are used.

RC2 is a variable-key-size symmetric block cipher and can serve as a dropin replacement for DES, for example in export versions of products otherwise using DES. RC2 can be used in the same modes as DES (see Question 3.5.3), including triple encryption. RC2 is approximately twice as fast as DES, at least in software. RC4 is a variable-key-size symmetric stream cipher and is 10 or more times as fast as DES in software. Both RC2 and RC4 are very compact in terms of code size.

An agreement between the Software Publishers Association (SPA) and the U.S. government gives RC2 and RC4 special status by means of which the export approval process is simpler and quicker than the usual cryptographic export process. However, to qualify for quick export approval a product must limit the RC2 and RC4 key sizes to 40 bits; 56 bits is allowed for foreign subsidiaries and overseas offices of U.S. companies. An additional 40-bit string, called a salt, can be used to thwart attackers who try to precompute a large look-up table of possible encryptions. The salt is appended to the encryption key, and this lengthened key is used to encrypt the message; the salt is then sent, unencrypted, with the message. RC2 and RC4 have been widely used by developers who want to export their products; DES is almost never approved for export. RC2 and RC4 are proprietary algorithms of RSA Data Security, Inc.; details have not been published.

3.8.7 What is PEM?

PEM is the Internet Privacy-Enhanced Mail standard, designed, proposed, but not yet officially adopted, by the Internet Activities Board in order to provide secure electronic mail over the Internet. Designed to work with current Internet e-mail formats, PEM includes encryption, authentication, and key management, and allows use of both public-key and secret-key cryptosystems. Multiple cryptographic tools are supported: for each mail message, the specific encryption algorithm, digital signature algorithm, hash function, and so on are specified in the header. PEM explicitly supports only a few cryptographic algorithms; others may be added later. DES in CBC mode is currently the only message encryption algorithm supported, and both RSA and DES are supported for the key management. PEM also supports the use of certificates, endorsing the CCITT X.509 standard for certificate structure.

The details of PEM can be found in Internet RFCs (Requests For Comments) 1421 through 1424. PEM is likely to be officially adopted by the Internet Activities Board within one year. Trusted Information Systems has developed a free non-commercial implementation of PEM, and other implementations should soon be available as well.

3.8.8 What is RIPEM?

RIPEM is a program developed by Mark Riordan that enables secure Internet e-mail; it provides both encryption and digital signatures, using RSA and DES routines from RSAREF (see Question 3.8.10). RIPEM is not fully PEMcompatible; for example, it does not currently support certificates. However, future versions will include certificates and will be fully compliant with the PEM standard. RIPEM is available free for non-commercial use in the U.S. and Canada. To get RIPEM, obtain an ftp account at ripem.msu.edu.

3.8.9 What is PKCS?

PKCS (Public-Key Cryptography Standards) is a set of standards for implementation of public-key cryptography. It has been issued by RSA Data Security, Inc. in cooperation with a computer industry consortium, including Apple, Microsoft, DEC, Lotus, Sun and MIT. PKCS has been cited by the OIW (OSI Implementors’ Workshop) as a method for implementation of OSI standards. PKCS is compatible with PEM (see Question 3.8.7) but extends beyond PEM. For example, where PEM can only handle ASCII data, PKCS is designed for binary data as well. PKCS is also compatible with the CCITT X.509 standard.

PKCS includes both algorithm-specific and algorithm-independent implementation standards. Specific algorithms supported include RSA, DES, and Diffie-Hellman key exchange. It also defines algorithm-independent syntax for digital signatures, digital envelopes (for encryption), and certificates; this enables someone implementing any cryptographic algorithm whatsoever to conform to a standard syntax and thus preserve interoperability. Documents detailing the PKCS standards can be obtained by sending e-mail to pkcs@rsa.com or by anonymous ftp to rsa.com.

3.8.10 What is RSAREF?

RSAREF is a collection of cryptographic routines in portable C source code, available at no charge from RSA Laboratories, a division of RSA Data Security, Inc. It includes RSA, MD2, MD5, and DES; Diffie-Hellman key exchange will be included in a forthcoming version. It includes both low-level subroutines, such as modular exponentiation, and high-level cryptographic functions, such as verification of digital signatures. The arithmetic routines can handle multiple-precision integers, and the RSA algorithm routines can handle variable key sizes. RSAREF is fully compatible with the PEM and PKCS standards.

RSAREF is available to citizens of the U.S. or Canada and to permanent residents of the U.S. It can be used in personal, non-commercial applications but cannot be used commercially or sent outside the U.S. and Canada. The RSAREF license contains more details on the usage allowed and disallowed. RSAREF is available on the Internet by sending e-mail to rsaref@rsa.com or by anonymous ftp to rsa.com.

Chapter 4

Appendix 4: More about SSL and S-HTTP

4.1 Security Assessment of the SSL Protocol

4.1.1 Introduction

SSL is a channel security protocol. It provides a secure pipe between two systems which may be used to carry HTTP transactions or any other application data. It is not coupled to particular electronic commerce features or applications. Architecturally, SSL may be compared to versions of SOCKS which perform encryption or to IP security proposals. SSL includes the facilities for establishing, negotiating, and managing the security association between the endpoints (including performing authentication).

SSL operates based on longer term security associations oriented around the generation of a master key between two parties and short lived sessions with persession keys derived from the master key. In the assessment below, distinctions will be made between the services applied on a per-association basis vs those performed on a per-session basis.

4.1.2 Security Service Requirements

• Transaction confidentiality

SSL provides confidentiality for all data exchanged between the two systems. In SSLv2, encryption (i.e. confidentiality) is mandatory for all associations. In SSLv3 confidentiality is an optional service.

• Selective field confidentiality

No selective field confidentiality is provided by SSL. When confidentiality is provided, all data exchanged between the parties is encrypted.

• Privacy/anonymity

SSL decouples server and client authentication. Server authentication is a mandatory part of security association establishment processing. Client

Appendix 4: More about SSL and S-HTTP

authentication is an optional service which may be required and invoked by certain servers. If client authentication is not performed, the client’s identity need not be disclosed.

• Server authenticationServer authentication is performed as part of the establishment of any new association. Authentication is based on the validation of the server certificate from which the server’s public key is used as part of the master key generation process.

• Client authentication

Client authentication may optionally be requested by the server. Authentication is based on the validation of the client certificate which is used as part of checking the signature on the client’s response to an optional challenge issued by the server.

• Data integrity

SSL performs a keyed MAC calculation for all data exchanged. The MAC is based on a shared secret (created during session establishment), the data, and a sequence number. The MAC is mandatory for all information exchanged.

• Data origin authentication

Data origin authentication is provided as a consequence of the authentication performed during session establishment and ensures continuity during a session lifetime based on the key management (i.e. based on possession of the keys derived from the authenticated session establishment.).

• Non-repudiation

No non-repudiation services are provided by SSL.

• Message Stream integrity

There are two levels of message stream integrity addressed within SSL. The MAC calculated for each record within a session includes a sequence number and prevents any modification (insertion, deletion, or reordering) of the sequence of records. Multiple sessions may be established under a single master key created during the authenticated association establishment exchanges. SSL prevents replays of entire sessions by exchanging per-session values provided by each party for each session and incorporating them into the generation of the per-session key.

• Denial of Service

Denial of service concerns with SSL relate primarily to consumption of resources at the server. An active attacker can readily force a reset of a security association and force a new association establishment exchange. An attacker could also try to overflow a server’s session cache and force each new session to repeat the complete association establishment exchange. There is little that can be done about either of these concerns and neither is significant in the context of what an active attacker can do to disrupt communication.

Appendix 4: More about SSL and S-HTTP

4.1.3 Other Factors

• Proxy Operation There are substantial issues associated with the use of SSL in a proxy/firewall environment. SSL is intended to create a secure channel between transport peers. HTTP proxies expect to operate on application data. Consequently, there are two choices for proxy operation. Either an SSL association can be established through the proxy and viewed as an opaque hole through the proxy machine or the proxy can establish SSL associations with the client and/or server. In either of these scenarios, the proxy must be SSL aware.

In the case of allowing an SSL association to be established through the firewall, the security services are provided between the end client and server. There are two concerns with respect to the proxy itself. First, there is no way for the firewall to determine what information is flowing through the SSL pipe. This amounts to a wide open door into the protected environment and is a significant issue. The second concern is the ability of the HTTP proxy to perform any application based functions (e.g., access control, filtering, caching). If the SSL association is made through the proxy, no application based processing can be performed (in fact, the proxy has no way of telling that HTTP transactions are being exchanged).

If the proxy establishes the SSL association(s), then the proxy can perform all of its normal processing (SSL becomes a specialized access method). However, the security services are terminated at the proxy. Consequently, all information is exposed at the proxy and the authentication is limited to the identity of the proxy (not the end client or server). There is no structured way for an end client or server to determine that a given proxy authenticated by SSL is a “reasonable” proxy for the desired end system. The degree to which this is an issue depends on the sensitivity of the information and the access control and authentication policies of the clients and servers involved. SSL does not provide any means for authenticating multiple parties along a transaction path.

• Performance impacts There are several dimensions to performance including connection establishment latency, transaction overhead, and processing complexity. For SSL, the transaction overhead is not significant. The primary impact is on session establishment. Between 2 and 4 additional round trip times (beyond any other establishment) are required depending upon whether an SSL association has already been established (i.e. a master key exists) and whether client authentication is performed. In general, the operations performed by SSL are not expensive in terms of processing (symmetric key and hash operations vs. private key encryption operations).

SSL requires the maintenance of state information (keys, counters, identity, and algorithm information) by both the client and server. Manage-

Appendix 4: More about SSL and S-HTTP

ment of this state information represents an additional requirement for the server.

• Granularity of security services provided by protocol

Security services are negotiated for an entire association and apply to the endpoints of the transport connection. In general, this implies a binding to an instance of an application process. The identity being authenticated will depend upon the naming information in the client or server certificate and on local key management issues (outside of the scope of the specification).

• Associated key management and cryptography

In SSLv2 the authenticated part of the key establishment is limited to RSA encryption of the secret key element. In v3, support for additional approaches including DH key exchange are included.

SSL reuses the same IV throughout an association. In general, this is not a problem given the frequency of changing session keys and the protection provided by the MAC.

• Negotiation of services, mechanisms, and formats

SSL negotiates algorithm information as part of association establishment. In SSLv2 the information used to negotiate algorithms is not authenticated. This allows an active attacker to cause two parties to use a particular selection common to both parties rather than having a user’s own selection logic invoked. So long as both the client and server enforce a check that appropriate protection is applied to all information exchanged, this is not a major issue. It may result in weaker cryptographic protection being applied to an association than “should” have been used. In SSLv3, all negotiation exchanges are authenticated. There are very few options in SSLv2, consequently interoperability between independent implementations using common algorithm suites is likely.

• Ability to convey certificate and authorization information

SSL allows only the client or server certificate to be sent. No certification path, CRL, or authorization data can be exchanged. It is important that certificates used with SSL provide identification information which can meaningfully be compared with identity information used with HTTP.

• Compromise Recovery and Handling

No explicit mechanisms exist to clean up association data once established. This is an issue only if associations (i.e. master keys) exist for an extended period of time. Checks of certificate validity are performed only during association establishment.

• Susceptibility to active and passive attacks

The security services provided by SSL appear to be robust in the presence of active or passive attackers to the extent that robust cryptographic algorithms are selected.

Appendix 4: More about SSL and S-HTTP

• Time based issues

SSL does not rely on any clock based mechanisms for security services.

• Longevity of mechanism SSL provides flexibility in algorithm selection and key management which provide for longevity of protection. There is a limit on the size of challenge information exchanged for association establishment, however the size seems more than adequate.

• Interoperability considerations Some aspects of the SSL specification could be clearer in terms of the processing expected. Improved clarity would ease the development of interoperable implementations.

SSL’s architectural placement make integration essentially transparent to applications (except with respect to exchange of security control information) and should simplify integration.

• Error handling and recovery

While an error reporting facility exists, there is little structure provided. Consequently, applications integrating with SSL may see slightly different behavior between different implementations with respect to error information returned. SSL is specified to abort a session in the event of an error.

4.2 Security Assessment of the SHTTP Proto- col 4.2.1 Introduction

SHTTP is a transaction security protocol designed explicitly to protect HTTP transactions. It operates as part of a secured application and encapsulates (possibly recursively) the application data (i.e. the HTTP transaction) and applies security services. SHTTP does not rely on an explicit security association but applies services atomically to each transaction. Architecturally, SHTTP may be compared to secure messaging protocols and, in fact, supports the use of such formats to provide the secure encapsulation. SHTTP includes a description of the means whereby a party determines what services and formats to apply to a transaction. SHTTP is designed to support the orthogonal application of security services (i.e. there are no mandatory services and any combination is allowed).

4.2.2 Security Service Requirements

• Transaction confidentiality SHTTP provides confidentiality for the encapsulated data exchanged between parties. Sufficient (S)HTTP header information to allow processing of the SHTTP transaction is sent in the clear.

Appendix 4: More about SSL and S-HTTP

• Selective field confidentiality While SHTTP supports recursive encapsulation of transaction data, this is expected to be applied to complete HTTP (or SHTTP) transactions. Consequently, the granularity of protection remains a complete HTTP transaction. This facility could be used to support prior generation of signed information objects (contained in minimal HTTP response transactions) which would then be returned when requested (possibly with additional security encapsulation).

• Privacy/anonymity

The degree to which anonymity is supported depends upon the security services selected. If any authentication or non-repudiation services are applied, then an identity of the parties will be disclosed.

• Server authentication

Server authentication may be applied as part of any transaction. Authentication may be based on a digital signature applied to the transaction as well as based on the key management approach applied to encryption keys or based on the keyed MAC calculations. Certain of these approaches rely on the validation of certificates.

• Client authentication

Client authentication may be applied as part of any transaction. Authentication may be based on a digital signature applied to the transaction as well as based on the key management approach applied to encryption keys or based on the keyed MAC calculations. Certain of these approaches rely on the validation of certificates.

• Data integrity

Data integrity may be applied to any transaction and is based on a message integrity check or message authentication code included in the protected transaction. Integrity may also be provided by a digital signature. If the timestamp based MAC is used, then pre-generation of the SHTTP transaction is not possible.

• Data origin authentication For SHTTP, data origin authentication is equivalent to the server or client authentication service since all SHTTP services are applied to an individual transaction.

• Non-repudiation

SHTTP supports non-repudiation with proof of origin through the application of digital signatures to the encapsulated transaction. SHTTP does not directly support non-repudiation with proof of receipt or any other explicit proof of delivery/receipt mechanism.

• Message Stream integrity SHTTP itself applies services to individual transactions and so does not explicitly address message stream issues. SHTTP provides a facility to allow an application to perform weak sequence related checks through the

Appendix 4: More about SSL and S-HTTP

inclusion of a timestamp in MAC check values or strong freshness checks through a nonce-based challenge response facility.

• Denial of Service

Denial of service concerns are limited to the destruction of transactions in flight and consumption of resources. The ability of an attacker to destroy messages on a channel cannot be addressed by an application solution. The consumption of resource issue is based on the ability of an attacker to overwhelm a server (or client) which transaction requiring extensive processing resources.

4.2.3 Other Factors

• Proxy Operation

SHTTP’s selective security services and support for multiple encapsulations provide some flexibility for accommodating proxy environments. Most importantly, SHTTP allows for authentication (or other security services) between multiple parties in a transaction path. Consequently, a proxy may be authenticated along with the end client or server. Such authentication may be performed either through a single signature which can be checked by multiple parties or through multiple encapsulations.

The interaction with proxies will depend on the peer relationships of security services, especially with respect to encryption and key management and the operation of the proxy itself. The compatibility with proxies will depend upon the degree to which the proxy is SHTTP aware and the nature of the processing performed at the proxy. If the proxy is not SHTTP aware or if the HTTP transaction is encrypted and hidden from the proxy, then the functions which can be performed are very limited (e.g., limited caching, no information based processing).

SHTTP does provide an ability to decouple the encryption and authentication functions and to encapsulate these services in either order so that a proxy may be capable of authenticating the source without seeing the data or may examine the data while still preserving end-to-end authentication.

These abilities will support some, but not all, proxy environments. There are limitations using SHTTP with non-SHTTP aware proxies or in situations where the proxy must access the information within an HTTP transaction.

• Performance impacts

There are several dimensions to performance including connection establishment latency, transaction overhead, and processing complexity. For SHTTP the establishment latency is minimal with many situations requiring no added exchanges. SHTTP does add a possibly significant amount of overhead to a transaction depending on the security format and services selected. This overhead is apparent in terms of both the increased size of

Appendix 4: More about SSL and S-HTTP

transactions (especially requests) and in the time to process a transaction. Depending on the processing, a number of expensive (i.e. private key) operations may be required to process a request and response. In addition, certification path validation (possibly including retrieving certificate validation data) is likely to be required for most transactions. The significance of the performance impact must be assessed for specific environments (formats, algorithms, and policies).

• Granularity of security services provided by protocol

Security services are applied to individual HTTP transactions and apply to the entire encapsulated data item (an HTTP or SHTTP transaction). The identity being used for security services will depend upon the naming information in the client or server certificate (or other data) and on local key management issues (outside of the scope of the specification).

• Associated key management and cryptography

SHTTP provides for a large and extensible set of algorithms and key management techniques. These algorithms may be grouped together to support selectable suites or may be individually selected.

• Negotiation of services, mechanisms, and formats

The SHTTP negotiation process is based on each party making known required and optional capabilities. These lists may be sent in HTTP exchanges and may also be present in HTML anchors (this will determine, in part, whether additional protocol exchanges are required). The sender selects an appropriate choice from the list based on the sender’s own capabilities and policies. The information used to negotiate algorithms and formats is not authenticated. This allows an active attacker to cause two parties to use a particular selection common to both parties rather than having a party’s own selection logic invoked. So long as both the client and server enforce a check that appropriate protection is applied to all transactions, this is not a major issue. It may result in weaker cryptographic protection being applied to an association than “should” have been used.

SHTTP provides a rich set of options in terms of services, formats, and algorithms. Consequently, there is a significant possibility of having independent, compliant implementations which are not capable of interoperating. Definition of minimum essential requirements (MERs) or standard profiles would enhance the likelihood of interoperability.

• Ability to convey certificate and authorization information

The information which may be conveyed depends upon the format/domain selected. Certification path information may always be sent while PKCS-7 encapsulation also supports transfer of CRLs. Authorization data is not currently addressed. It is important that certificates used with SHTTP provide identification information which can meaningfully be compared with identity information used with HTTP.

• Compromise Recovery and Handling

Appendix 4: More about SSL and S-HTTP

There is no explicit mechanism to deal with compromise recovery for outband or shared secret keys managed externally. This should be dealt with through whatever mechanism is used to manage such keys.

• Susceptibility to active and passive attacks

The security services provided by SHTTP appear to be robust in the presence of active or passive attackers to the extent that robust cryptographic algorithms are selected.

• Time based issues

Local clocks are used as one basis of ensuring freshness of transactions. Based on the reliability and accuracy of local clocks, this is a weak mechanism.

• Longevity of mechanism

There are no constraints in SHTTP which represent concerns about the longevity of the protection, given the flexibility in algorithms.

• Interoperability considerations

SHTTP provides a very rich set of options for applying security services. The specification describes these tools, but is not clear in guiding the use of these options. Additional explanation, and especially the inclusion of examples, would enhance the ability to implement compatible systems.

SHTTP does make use of other standard security encapsulations (PEM, PGP, PKCS-7) to apply the security services and this should facilitate interoperability and integration in client environments. SHTTP’s architectural placement requires integration with the HTTP processing engine; however, the security processing may be performed by an external filter (especially given the use of existing security protocol encapsulations).

• Error handling and recovery

SHTTP relies on error codes and handling sent in HTTP. This allows protection of the error information and makes use of defined processing rules which provides a good basis for error handling.

4.3 Conclusion

The preceding sections have presented a description of requirements and other factors to be considered in assessing candidate protocols used to provide security for electronic commerce applications. The protocols evaluated here, SSL and SHTTP, represent two possible tools which might be used to build secure applications. These tools may well need to be combined with other security mechanisms, particularly secure payment schemes, to meet overall system security requirements. In addition, operational security elements beyond the scope of the protocol specification (e.g. key management, user actions, audit, platform issues) are critical to system security.

Appendix 4: More about SSL and S-HTTP

In general, SSL and SHTTP provide architecturally distinct, and possibly complementary, methods for supplying many similar security services. The main differences lie in four areas:

Operation in proxy environments SSL mostly requires a tradeoff between potentially compromising the firewall by creating secure associations through the proxy and terminating the security services at the proxy. SHTTP may also require terminating services at the proxy depending on policy but supports security services, especially authentication, between multiple parties and provides greater flexibility in cases where the proxy is SHTTP aware.

Nature of integration SSL is essentially an added layer between the application and the transport service and consequently should be simpler to integrate (and may support multiple applications). SHTTP is HTTP specific and is likely to require integration with the application package. For providing secure system solutions, some degree of coupling between the security service and the application will be needed regardless of the choice of protocol.

Performance SSL incurs a start up latency, especially for new associations and then adds little performance penalty. SHTTP incurs little or no start up delay but adds more per transaction overhead in terms of both size and processing complexity.

Non-repudiation SSL provides no facilities for non-repudiation while SHTTP provides non-repudiation with proof of origin when digital signatures are employed.

This document serves to provide information to system integrators and providers on the characteristics of the respective protocols. The selection of one or more as elements of a system solution will depend on the requirements of those particular systems and on a detailed analysis of customer, operational, and regulatory characteristics.

Chapter 5

Appendix 5: Some sites which handle secure payments on the Internet

CommerceNet http://www.commerce.net CheckFree http://www.checkfree.com CyberCash http://www.cybercash.com DigiCash http://www.digicash.com Downtown Anywhere http://www.awa.com First Bank of Internet (FBOI) Contact: fboi@netcom.com First Virtual Holdings Incorporated http://www.fv.com Internet Shopping Network http://shop.internet.net MarketNet http://mkn.co.uk Mondex http://www.mondex.com/mondex/home.htm NetBank (Home of the NetCash) http://www.teleport.com/ netcash NetBill http://www.ini.cmu.edu/netbill NetCheque http://nii-server.isi.edu/info/NetCheque NetChex http://www.netchex.com NetMarket http://netmarket.com/nm/pages/home Netscape Communications http://home.mcom.com Nexus Bucks http://www.c2.org/nexbucks/ Open Market http://www.openmarket.com Salem Five Cents Savings Bank http://www.salemfive.com Security First Network Bank (SFNB) : http://www.sfnb.com

Chapter 6

Appendix 6: Selected List of Internet Security Vendors

6.1 Vendors and Suppliers of TCP/IP Firewall Systems

ANS CO+RE SystemsInterLock

Tel: (703) 758-7723. Email: info@ans.net

Alternet LanGuardian

Tel: (800) 488-6383; (703) 204-8000. Email: alternet-info@uunet.uu.net

Checkpoint Software Technologies FireWall-1 Tel: (800) 429-4391; (617) 859-9051. Email: info@checkpoint.com

Digital Equipment Corp. SEAL

Tel: (508) 952-3266. Email: pozerycki@ooes.enet.dec.com

Livermore Software Laboratories Portus Tel: (800) 240-5754; (713) 496-1580. Email: portusinfo@gw.lsli.com

Livingston Enterprises FireWall IRX

Tel: (800) 458-9966; (510) 426-0770. Email: fasano@livingston.com

Pilot Network Services Secure Internet Services Tel: (510) 748-1850. Email: silvera@pilot.net

Raptor Systems Eagle

Tel: (800) 932-4536; (617) 487-7700. Email: info@raptor.com

Sea Change Corp. Janus

Tel: (905) 542-9484. Email: info@seachange.com

Secure Systems Sidewinder

Tel: (800) 692-5625; (612) 628-2700

Appendix 6: Selected List of Internet Security Vendors

Trusted Information Systems Gauntlet

Tel: (301) 854-6889. Email: netsec@tis.com

Token Authentication Systems Digital PathwaysDefender

Tel: (800) 344-7284; (415) 964-0707. Email: carl@digpath.com

Enigma Logic SafeWord Authentication Server

Tel: (800) 333-4416; (510) 827-5707. Email: tbrady@netcom.com

Information Resource Engineering AX400

Tel: (410) 931-7500

LeeMah Datacom Security Corp. TraqNet

Tel: (800) 331-2734; (510) 786-0790

Racal-Guardata Inc. Gateway Security System

Tel: (800) 521-6261; (703) 471-0892

Security Dynamics SecurID

Tel: (617) 547-7820

6.2 Encryption Products

AT&T Secret Agent

http://www.att.com Tel: (800) 203-5563; (910) 279-6987

Netscape Communications Netscape Commerce Server

http://home.mcom.com Tel: (800) 638-7483, Email: info@mcom.com

RSA Data Security Inc. BSAFE (software developer’s toolkit)TIPEM (Toolkit for Interoperable Privacy-Enhanced Messaging) software developer’s toolkit. http://www.rsa.com Tel: (800) 782-5453; (415) 595-8782. Email: info@rsa.com

Terisa Systems Secure HTTP

http://www.terisa.com, EIT EIT:http://www.eit.com/projects/s-http/index.html Tel: (415) 617-1836. Email Terisa: info@terisa.com. Email EIT: shttp-info@eit.com

TimeStep Corp. Permit

Tel: (613) 599-3600. Email: smiller@newbridge.com

Trusted Information Systems, Inc. Several Security Products http://www.tis.com

ViaCrypt PGP

Tel: (602) 944-0773. Email: viacrypt@acm.org Versions of PGP for DOS, Windows, Macintosh, and Unix as well as products that integrate with CompuServe interfaces. All are fully interoperable with PGP versions 2.3 and 2.6.

Appendix 6: Selected List of Internet Security Vendors

6.3 Encryption Products on the Net

DES DES is the U.S. government’s Data Encryption Standard. It was developed by IBM with possible suggestions by the National Security Agency. DES is identical to the ANSI standard Data Encryption Algorithm (DEA).

To obtain DES: FTP to ftp://ftp.uws.edu.au in the /pub/unix/security/des directory. FTP to ftp://nisca.acs.ohio-state.edu in the /pub/des directory. FTP to ftp://scss3.cl.msu.edu in the /pub/crypt/des directory. FTP to ftp://thumper.bellcore.com in the /pub/nmh/dos/des directory.

Kerberos Kerberos is a trusted third-party-distributed authentication system that was developed at MIT as part of Project Athena. Kerberos V4 is most widely implemented by vendors to date. V5 is still in beta 3 status at MIT. A derivative of an earlier V5 version was used as the basis for OSF/DCE authentication.

To obtain Kerberos: FTP to ftp://athena-dist.mit.edu in the /pub/kerberos directory.

Almost all of the Kerberos vendors and additional information will be found in the FAQ^1.

PEM There at least two implemantations of PEM: - TIS/PEM is implemanted by Trusted Information Systems, Inc. The TIS/PEM FAQ: FTP to ftp://ftp.tis.com to get the /pub/PEM/FAQ file. - RIPEM was primarily written by Mark Ryordan. The RIPEM FAQ^2

PGP PGP (Pretty Good Privacy) was developed by Philip Zimmermann and is available free on the Internet at the following sites:

The PGP FAQ: FTP to ftp://ftp.netcom.com in the directory /pub/gbe. The file name is pgpfaq-¡n¿.asc.

To get free versions of PGP: The PGP FAQ contains a short list of sites. A much more complete list is available via anonymous FTP at ftp://ftp.csn.ne in the directory /mpj in file getpgp.asc (also found at ftp://ftp.csn.net/mpj). This lists a number of FTP sites in and outside the United States, a number of World-Wide Web facilities, and a few BBS sites. Another excellent source of pointers to PGP sites is on the Web at http://www.mantis.co.uk/pgp/pgp.html.

For the American citizens using a computer in the United States, PGP 2.6.2 can be obtained by first telnetting to telnet://net-dist.mit.edu and logging in as ‘getpgp.’ You will be asked to answer four questions, after which you’ll be told where you can retrieve the file via anonymous FTP. If you are not an American citizen, run an Archie search for ‘pgp262’

1http://www.cis.ohio-state.edu/hypertext/faq/usenet/kerberos-faq/user/faq.html 2http://www.cis.ohio-state.edu/text/faq/usenet/ripem/faq/faq-doc-3-q2.html

Appendix 6: Selected List of Internet Security Vendors

(‘archie -s pgp262’). If that doesn’t work, PGP version 2.3a is available at a number of sites; perform a search on ‘pgp.’

Public Key Directories The PGP FAQ referenced above provides the address of a number of PGP public-key servers. In addition, the Stable Large E-mail Database (SLED) provides a directory of e-mail addresses and PGP public keys that are authenticated by SLED. There is a fee for having your key and address listed in SLED, but access to the keys is free. For information, send a message^3 or connect via the Web^4.

3mailto:info@four11.com 4http://www.four11.com

Chapter 7

Appendix 7: Smart Card Technology

7.1 Introduction

Smart cards represent a new technology that has tremendous potential for enhancing the security of distributed systems. This appendix introduces smart card terminology, describes current smart card technology (including physical and logical characteristics), discusses the current status of smart card standardization, and closes with a brief discussion of the benefits a company could gain by utilizing smart cards.

7.2 Terminology

Account A security database entry associating a principal with a key and other security-related information such as privileges.

Issuer In this RFC series, an organization that purchases smart cards and issues them to its users for use in accessing the issuer’s services or systems.

Dedicated file A smart card file containing file control information and, optionally, memory available for allocation. It may be the parent of elementary files and/or dedicated files ISO 7816-4; roughly, a smart card “file directory”.

EEPROM Electrically Erasable Programmable Read-Only Memory.

Elementary file A set of data units or records in the smart card that share the same identifier ISO 7816-4; roughly, a smart card “file”.

File control information (FCI) Logical, structural and security attributes of a file; a string of data bytes available in response to a SELECT FILE command ISO 7816-4.

FRAM Ferro-Electric Random Access Memory.

Appendix 7: Smart Card Technology

GSM Groupe Special Mobile; European digital cellular telephone standard, providing security services such as user authentication, traffic confidentiality, and key distribution.

IC Integrated Circuit. A single circuit containing multiple transistors.

Interactive principal A human user of a system. See “principal”.

Key A parameter used in conjunction with a cryptographic algorithm that determines:

• The transformation of plaintext data into ciphertext data, • The transformation of ciphertext data into plaintext data, • A digital signature, or • A message authentication code.

Long-term key A key that is used over a relatively long period of time. Compare with “session key”. Each principal can have a unique long-term key that is used in authenticating a user or server claiming to be that principal. For interactive principals, the long-term key is derived from the user’s password.

Master file The mandatory unique dedicated file representing the root of the smart card file structure ISO 7816-4.

Message authentication code (MAC) A cryptographic checksum, based on DES.

Noninteractive principal A principal that is an instance of a company server, an instance of a company application server, a computer in a company cell, or a cell (more correctly, “an Authentication Service surrogate”). See “principal”.

Passivation layer A layer of dielectric material covering the circuitry on a smart card that protects the chip from impurities and dust and prevents passage of radiation associated with probes, such as electron-beam microscopy. Often referred to as a “seal”.

Password A sequence of alphanumeric and punctuation characters entered by a user to authenticate to a computer system (including to a smart card).

PIN Personal Identification Number; a 4 to 12 character alphanumeric code or password used to authenticate a person’s identity, commonly used in banking applications. In connection with smart cards, this document uses the more general term “password” rather than “PIN”.

Principal An entity that is capable of believing that it can communicate securely with another entity. In a company Security, principals are represented as entries in the Registry database. See “interactive principal” and “noninteractive principal”.

Session key A random number generated to serve as a key for a specific transaction or set of transactions.

Appendix 7: Smart Card Technology

Smart card A credit card-sized, tamper-resistant security device that relies on VLSI chip technology for information storage and information processing.

User A person who attempts to access a computer system; a person who has been issued a smart card.

VLSI Very Large Scale Integration; integration of thousands or more transitors on a single chip, enabling single-chip implementations of CPU, RAM, ROM, etc.

7.3 Smart Card Technology

7.3.1 Basic Concepts

A smart card is a credit card-sized, tamper-resistant security device that offers functions for secure information storage and information processing that rely on VLSI chip technology. A smart card actually contains a secure microprocessor chip embedded in the card. The chip can implement a secure file system, compute cryptographic functions, and actively detect invalid access attempts. With proper application of file system access rights, a smart card can be safely used by multiple, independent applications.

A smart card is distinguished from a magnetic stripe card (e.g., typical U.S. credit card) in that a magnetic stripe card has no VLSI circuitry, and thus no active security procedures and no built-in tamper-resistance. Anyone with an appropriate card reader can read whatever is on the card. The current cost for magnetic stripe cards (March 1994) is around $.50-$1.00 per card in quantities of 1000.

Smart cards are also distinguished from “SuperSmart” or “token” cards. These use a small LCD to display the time of day encrypted using an internal key that is programmed at the time of manufacture. Such cards have no storage capabilities and no interface to external computer systems. They perform a single, well-defined function that can be used in authentication protocols: users manually type the digits displayed on the card (which are updated periodically) as part of authenticating to a host. These cards are not capable of performing more extensive functions as part of a security system, and thus are not evolutionary. Cost (as of March 1994) for “SuperSmart” cards is on the order of $60/card in quantities of 250-500 (based on a cost of $20 per year, and battery lifetime of around 3 years).

7.3.2 Physical Characteristics

Card types

Within the family of smart cards, there are two general categories: cards with contacts and cards without contacts. Contact cards contain physical contact points on the surface of the card that allow transmission of commands, data, and status information between the card and a card reader. Contactless cards also require physical contact with a reader, but get their

Appendix 7: Smart Card Technology

power via induction rather than through one of the contacts. This difference affects only the very lowest level (physical level) of the protocols used with smart cards.

Physical specifications

Focusing now on contact smart cards, potential uses depend on card specifications. Microprocessor and memory technology have steep technology curves, but the following specifications of typical available contact smart cards can serve as a current baseline (March 1994):

• Clock rate: 3.5-8 MHZ.

• Non-volatile memory: 8-16 Kbytes (for data storage).

• ROM: 8-16 Kbytes (for the card operating system).

• RAM: Around 256-500 bytes of RAM (for operating systemcomputation).

• EEPROM: 2-8 Kbytes (externally-accessible, non-volatile).

• Write cycles: Approximately 104-105.

• Processing time: Average of about 60 milliseconds (including transmission time) to retrieve a 56-bit number from a protected elementary file on the card. Depends primarily on transmission time between the host system and the card reader, so varies depending on capacity of that line.

• Cost: On the order of $7-$12/card in quantities of 1000-5000; card reader cost is on the order of $150-200 each in quantities of 100-500.

In the next few years, 16-32 bit RISC processors running at 20 MHz are likely to become available on smart cards. This will define a new generation of smart cards, as the power requirements and frequency radiation of these processors can not be handled within the current ISO 7816-1,2 standard format. By 1995, it is expected that FRAM technology will be available, supporting more write cycles (108). This technology may also be incorporated into the new generation, although currently it is too expensive.

Physical security characteristics

Smart cards incorporate physical tamper-resistance circuitry that responds to tampering by inhibiting the output function. There is a dielectric “passivation layer” covering the chip. The passivation layer protects the chip from impurities and dust, and prevents passage of radiation associated with probes, including electron-beam microscopy. The circuitry is capable of reacting to light (indicating the passivation layer has been broken); temperature, voltage, and frequency fluctuations outside the specified operating range. There are physical memory protection mechanisms, including memory scrambling, which make reverse engineering more difficult and hinders an attack trying to erase a selected data item in memory. Fuses are used during the manufacturing cycle to permanently disable “test” mode(s) once tests have been passed and the card is ready for distribution

Appendix 7: Smart Card Technology

to issuers.

Smart cards can be manufactured with varying levels of physical security features, with higher costs associated with higher levels of security. Purchasers must evaluate with the vendor the level of physical security appropriate to their application.

7.3.3 Logical Characteristics

The smart card processing unit executes a chip operating system that implements a hierarchical file system on the non-volatile memory of the card, and a set of access and control operations both for the card itself and for the file system.

The following descriptions of card data structures, card operations, and card security architecture are taken from ISO 7816-4. This document, although still a draft, is currently undergoing balloting through ISO. It is complete enough to indicate the general types of structures and operations that cards should be expected to support.

Data structures The file system supports a special root directory file (“master file”), optional sub-directory files (“dedicated files”), and data files (“elementary files”). The identifiers of all files along the path from the master file down to a specific file unambiguously identify the specific file. All three categories of files contain control information, such as a file identifier, file name, specifications of record or data lengths in the file, etc. The draft standards specify various types of elementary file structures: a sequence of records of identical length, a sequence of records of variable length, a sequence of records with identical length organized as a ring, and a “transparent structure” that is seen at the interface as a sequence of data units.

Operations

The following commands are a subset of those specified in ISO 7816-4, and are included here merely to give a basic understanding of the types of operations supported on smart cards.

• READ BINARY: Return all or part of the contents of an elementary file.

• WRITE BINARY: Write binary values into an elementary file. • ERASE BINARY: Erase all or part of the contents an elementary file.

• SELECT FILE: Set a “current file” that may be referred to implicitly in subsequent commands.

• VERIFY: Compare verification data sent from the host system with reference data stored in the card (e.g., a password).

• INTERNAL AUTHENTICATE: Compute authentication data using challenge data sent from the host system and a relevant secret (e.g., a key) stored in the card.

Appendix 7: Smart Card Technology

• EXTERNAL AUTHENTICATE: Conditionally update the security status of the card based on the result of a computation based on a challenge previously issued by the card, a key stored in the card, and authentication data sent from the host system.

Security Architecture

Smart cards implement three levels of logical access control. The first is the association of a set of privileges with a user’s password, and the ability to control access to files on the card based on those privileges. The second level of logical access control is the ability to detect and respond to a sequence of invalid access attempts. The third level is the “logical channel” – a logical link between the host system and a file on the smart card.

• Privileges and access control

Two categories of access control mechanisms are promoted today in the smart card market. Both mechanisms are built-in characteristics of the relation between privileges and users for given objects.

– One system is the combinational system, where privileges are a first order logic function between authorization variables (v[i]). For example f(v[1], v[2], ..., v[n], p1) will be TRUE for a user/subject for a READ access, if and only if the user/subject knows the values of every authorization variable v[i] AND knows the password p1. The function f is combinational, e.g., (v[1] AND v[2] OR v[3] XOR v[4]) AND value in pwd filex of(p1).

– The second system is a sequential system where privileges are the result of a sequential function between authorization variables (v[i]). For example, f(v[1], v[2], ..., v[n], p1) gives READ access for an object to a user/subject, if and only if the user/subject knows which values (v[i]) have to be presented in state s[k], where k identifies a sequential file selection and key presentation step.s[k] is determined by the current selected file and the current keys activated.

• Invalid access attempts

Most, but not all, smart cards keep a record of sequential invalid access attempts (a supplied set of parameters for a function that fail to evaluate to TRUE), and deny further access to the card (or to the targetted file) once the count reaches a certain limit. In some cards the limit is configurable, while in others it is fixed at a small number such as 3 or 7. The count is reset to 0 when a valid access is made. Exceeding the limit either invalidates the card entirely, or puts it in a state where only a limited set of operations is available. These limited operations may be sufficient for an administrator to restore access.

Denial of access after a small number of invalid attempts prevents “password guessing” attacks on the card.

• Logical channels

Appendix 7: Smart Card Technology

A “logical channel” is a logical link between the host system and a file on the smart card, either the Master File, a Dedicated File, or an Elementary File. When logical channels are in use, the selection of a file associates the file and its security status with the logical channel encoded in a reserved field of the selection command header.

Logical channels provide a mechanism for allowing multiple, independent applications to use the storage capabilities of the card. The card interface software on the host system must manage the mapping between processes and logical channels; the channel numbers are either assigned by the external world or by the card itself.

The logical channel portion of ISO 7816-4 conveys 2 concepts. The first one deals with a logical link to files and requires the outside world to manage the channel numbers. In the second concept, the card allocates the logical channel number and supports a mechanism similar to swapping with a stack number. In both situations, cards implementing these standards grant applications the same control of access to files and data structures (without losing the security status) as if only one application had access.

7.3.4 Life Cycle

As stand-alone active entities, smart cards have a life-cycle and actors.

First, some terminology. The “chip manufacturer” is responsible for the chip design, production, and testing. The “card manufacturer” embeds the chip into the plastic card. The “card issuer” creates, designs, and prints the end-user organization’s logo onto the plastic card. The “card holder” is the user whose name is printed on the outside of the card at the same time it is written to a file inside the card file system.

The following life-cycle is typical for single-application smart cards:

• Control structure(behavioral) development customization.

• Data structure development.

• Plastic card manufacturing.

• Chip production and testing.

• Smart card manufacturing.

• Control structure(behavioral) customization.

• Data structure customization.

• Application preparation.

• Use.

• Invalidation.

Appendix 7: Smart Card Technology

The internal architecture development stage is used to develop the control and data structures that is best suited to the requirements of applications that will use the card. Some structures might not be architected, and might be left open to future application developments and extensions. Once an architected solution is found, it defines a permanent configuration specifying the file directory structure, and card behavior: it becomes a solution model. This solution model is a solution for a given problem (for example, a GSM solution model or a company solution model) that can be reproduced and manufactured. Multiple card manufacturers can reproduce the solution model if the solution specification follows interoperability characteristics.

The next requirement is for the chip for a card to be manufactured and given a unique serial number that identifies characteristics of manufacture (IC lot number, wafer number, die number, test equipment numbers, etc.). The chip then undergoes a self-test process that results either in an invalid, erased chip, or a valid chip with no non-user modes enabled. After this stage, there is no access to card memory addresses except under the control of the card operating system. Tamper-resistance circuitry has been activated.

Independent of chip manufacture, plastic card manufacture occurs.

During the smart card manufacturing stage, a chip is embedded into the plastic card. The card can be printed with the issuer’s logo at this point or later.

The smart card preparation stage creates the externally-downloadable control structure and downloads it to the smart card – changing the basic behavior of the smart card, specifying the file structure that will exist on the card, associating rights, keys, and privileges with directories and files through various primitive card access and control operations (see Security Architecture), as well as setting basic card control parameters such as number of allowed invalid access attempts.

If the smart card preparation stage is not integrated with the application preparation stage, cards need to be transported from the card manufacturer to the end-user. In this case, the keys written at the smart card preparation stage are termed “transport keys” or “initialization keys”. These keys are sent to the card issuer by the manufacturer separately from the cards. They prevent modification of the cards during transport from the manufacturer to the issuer. Once in possession of the transport keys, the issuer can access the card to perform the application preparation stage.

For security purposes, the card manufcaturer can permanently set rights and privileges before cards can move to the application preparation stage.

The application preparation stage initializes the card password(s), the data in the card file system, and optionally writes the user’s name on the card. Some cards accept dynamic update, creation and deletion of files in the file structure after the application preparation stage (depending on the card preparation stage), but others enforce a fixed file structure once application preparation has

Appendix 7: Smart Card Technology

taken place.

Then follows a stage of active card usage, during which the operations defined in the card preparation stage may be performed using the passwords defined during the card preparation stage. Usually, passwords and keys may be changed during the usage stage.

During the final stage of the card lifecycle, the card is invalidated. Cards should not be re-used in order to avoid any problems in organizational policy that might arise from having two users associated over time with the same card serial number. Invalidation of multi-application cards can be complex if internal applications are tied to the exterior appearance of the card: if one application is invalidated, then the issuer logo on the card may be confusing for the user. If the entire card must be invalidated in order to invalidate one expired application, then the user must obtain a new card in order to maintain access to the remaining applications.

7.4 Standards

See “The Smart Card – A Standardized Security Device Dedicated to Public Cryptology” (by Louis Claude Guillou, Michel Ugon, and Jean-Jacques Quisquater, in Gustavus Simmons, “Contemporary Cryptology – The Science of Information Integrity”, IEEE Press, pp.561-614, 1992) for an excellent discussion of the international status of smart card standardization which is still fairly current. Several parallel, overlapping ISO standardization efforts exist:

1. ISO/IEC JTC1/SC17/WG4 (Information Systems — Identification Cards — Integrated Circuit Cards with Contacts) has produced specifications of the physical characteristics ISO 7816-1,2 and physical communication protocols ISO 7816-3 that are International Standards. The specification of the file system layer ISO 7816-4 is still a Committee Draft, but is currently undergoing balloting. Other standards are still in Working Draft stage.

The following standards apply for ISO SC17/WG4 contact cards:

Standard Scope

7816-6 Common Data Elements (unpublished)

IS 7816-5 Registration for Applications

CD 7816-4.2 Commands for Interchange

IS 7816-3 Transmission Protocol

IS 7816-2 Contact Location

Appendix 7: Smart Card Technology

IS 7816-1 Physical Characteristics

As long as the lower layers conform to ISO 7816-4 and the transmission protocol is T=0 (asynchronous, half-duplex character transmission protocol) or T=1 (asynchronous, half-duplex block transmission protocol), the link between the card reader and the host system can be implemented via RS232, PCMCIA, Infra-Red, etc.

2. ISO TC68/SC6 (Banking – Financial Transaction Cards, Related Media and Operations) has two working groups: WG5 (Messages Exchanged with Integrated Circuit Cards) has produced a Draft International Standard and a Working Draft ISO 9992 dealing with messages and data elements. WG7 (Security Architecture of Banking Systems Using Integrated Circuit Cards) has produced a Draft International Standard and a Working Draft covering card life cycle, keys, and algorithms.

3. ISO/IEC JTC1/SC17/WG8 (Information Systems — Identification Cards — Contactless Integrated Circuit Cards) has not produced standards to date in the ISO 10536 series.

4. Specific ANSI X3B10.x groups cover contactless cards. The ANSI X3B10.1 group covers IC cards with contacts.ANSI is circulating a slightly modified version of ISO 7816-3.

5. The FIPS on Security Requirements for Cryptographic Modules, which is in draft status, specifies general physical, functional, and process requirements for four increasing levels of security, but does not specify interfaces or protocols. This standard applies to government applications using cryptographic functions of smart cards.

6. There are a few other standards bodies that have developed smart card standards for specific industry segments or applications.

Due to the state of standardization, it is not possible to specify a standard interface to smart cards or smart card devices except at the physical layer. The draft for the file system layer, however, at least provides us with a general picture. Based on this, it is possible to specify an abstract usage model and high-level interface that should be implementable with minimal software “glue” using cards from most vendors.

7.5 Why Smart Cards In A Company?

We have now seen the functions smart cards are capable of performing. What value do these present for a company in particular?

There are three basic potential areas of value: two-factor authentication, secure storage, and encryption and key generation.

7.5.1 Two-Factor Authentication

Without smart cards, a company uses one-factor authentication: users authenticate by proving they know a secret that is shared with the company Security

Appendix 7: Smart Card Technology

Service, i.e., the user’s password. Passwords are known not to be very secure, as they can be lost, stolen, shared, or guessed fairly easily.

By using smart cards to store each user’s long-term company key, the cards introduce a second authentication factor: users now must not only prove they know a secret (the password used to gain access to the card), but they must also prove they have physical possession of the smart card (by using the password and successfully retrieving the long-term key).

The use of two-factor authentication dramatically improves security. Cards limit vulnerability to sharing, since the card can be in the physical possession of only one individual at a time. They also effectively prevent vulnerability to guessing, since the long-term key stored on the card is a 56-bit random number rather than a password. Cards can be lost or stolen, but without the accompanying card-access password, they are not usable. Should the card be lost or stolen, the owner is highly motivated to report the loss promptly, as the owner will be unable to access the computer system without the card.

7.5.2 Secure Storage

The second potential value that smart cards present to a company is their secure storage capability. This is utilized in two-factor authentication for storing a user’s long-term key. It would also be feasible to decrypt and store company credentials on the card, hiding them from the host system and from attackers on the host. Company applications could also make use of secure storage on the card for application-specific information.

7.5.3 Encryption and Key Generation

The third potential value to a company is the encryption and key generation capabilities that smart cards have. Licensing agreements for public key technology are typically much less restrictive when the technology is confined to a physical device. By storing the user’s private keys in secure card storage, and using card encryption capabilities to generate authentication information from the keys, the encryption technology need not be implemented in the host system. The cards’ ability to generate random numbers may also be useful as a source for keys.

Chapter 8

Appendix 8: Putting the Web to Work Inside Your Business

8.1 Forword

The Internet is one of the fastest growing computing transformations ever. And although external, “commercial” web sites are the highest profile applications on the Internet, an equally important and exciting phenomenon is taking place behind corporate firewalls on internal, corporate-wide networks. Internal web sites, which run on open TCP/IP networks, are performing real business applications across organizations by publishing information, enabling transactions, and facilitating communities of interest. Across all industries, institutions are beginning to use internal web applications to meet departmental, interdepartmental and companywide communication needs and improve user productivity.

8.2 Introduction

The growth of the World Wide Web has been explosive. Leading measures estimate there are approximately 30 millions users on the Internet today, with nearly 8-10 million of those users accessing the World Wide Web. Web servers, which deliver the content to individuals (or clients) have exploded from an estimated 130 Web servers as of June 1993 to over 15,700 web servers as of April, 1995 (Matthew Gray’s WebCrawler Report).

The World Wide Web explosion is occurring because a critical mass of enabling technologies and market conditions has met a pent-up demand for a new way of linking people and information. The key enablers of Web growth are:

• The proliferation of PCs, LANs, and modems.

• Open standards such as TCP/IP, HTTP, and HTML.

• Cross-platform support.

Appendix 8: Putting the Web to Work Inside Your Business

• Multimedia support and ease of use.

• Support for secure transactions.

These market enablers touched off an explosion of demand for web services, providing people with a new and better way of linking up with information. Previously, the “information age” had inundated people with data that was out of date, incomplete, or irrelevant. What organizations need instead and what the web provides is a way for people to easily access the information they need, when they need it.

External web sites offer individuals and corporations access to large amounts of invaluable information. Many corporations have been quick to realize, though, that these same benefits of easy and rich information access can apply to the internal distribution of their corporate or departmental information. Consequently, there has been a concurrent, but less publicized, explosion of internal web sites and servers - behind the corporate firewall.

Because internal web sites are just emerging, the current size and growth rate of this market is difficult to determine. However, Mark Winther, Internet analyst at IDC, estimates that “in the short term - over the next five years - the enterprise-side market for Internet server technologies may grow slightly more slowly than the external, commercial market for those technologies. However, it will more than make up for this slow start: demand for enterprise applications of web technology will probably end up being five times greater than for external applications.”

8.3 Internal Use of the Web: An Exploding Mar- ket Predictions for internal web growth spring from an examination of current corporate needs and market demands. Organizations of all sizes are facing major communication challenges, and in today’s fast-moving competitive environment, quick and easy access to departmental, corporate, and customer information is essential.

Companies are realizing that many of their current communications vehicles are too limited to cope with today’s market environment. Intuitive access to broad types of media make the web an ideal solution to these communication problems. As more companies are realizing its superiority, the number of internal web sites is quietly growing. Enterprise web systems can provide information in a way that is:

• immediate

• cost effective

• easy to use

• rich in format

Appendix 8: Putting the Web to Work Inside Your Business

• versatile

But the internal web does more than just solve the problems inherent in existing communications vehicles. It provides:

• Freedom of choice: web technology is based on open standards and therefore doesn’t lock companies into limited, costly choices. In fact, web technology is available for nearly all leading operating systems and hardware platforms and can also leverage legacy database systems.

• Security: protecting information, even within a private corporate network, is critical. Netscape’s secure socket layer (SSL) technology encrypts packets of information so that information is transferred securely. Netscape has openly licensed SSL, making it the leading de facto security standard for web-related products.

• Ease of use: one of the most fundamental web technologies driving more and more people to use web technology is hyperlinking. Hyperlinking allows users to easily navigate and find information by simply clicking on a word or graphic. In addition, with web clients such as Netscape Navigator, a single front end is used to access all internal and external resources - so users don’t need to learn multiple software packages. Ease of use is a critical factor for a corporate information system - in fact, according to a recent survey, 56% of managers said this was the single most critical factor.

• Cost-effectiveness: web applications are surprisingly inexpensive, both in initial purchase, training, and in deployment. At less than $40 per user on an interdepartmental or companywide basis, they cost far less than most other communications or workgroup systems.

8.4 Improving Internal Communications

Convinced by these advantages, aerospace, investment banking, telecommunication, entertainment, manufacturing, computer software and hardware companies to name a few have already implemented internal web applications and report significant cost savings and improvements in staff productivity. Although the range of applications that can be developed to meet industry-specific or general needs is virtually limitless, web applications generally fit in to one of three categories:

• Publishing applications are essentially one-to-many communications: teams, departments, or entire corporations can set up pages where they post information, reducing bulky, easily outdated paper-based information. Applications like this bring an immediate payback to organizations, reducing the costs of producing, printing, shipping, and updating corporate information.

• Transaction applications are two-way interactions, such as downloading software or checking benefits information. Whether an employee needs a report, a software download, or a personalized letter, using web technology, linked to legacy data, can be an intuitive and efficient alternative to the delays and frustrations of telephone tag or paper pushing.

Appendix 8: Putting the Web to Work Inside Your Business

• Community applications are many-to-many interactions. They include newsgroups that facilitate direct exchanges of information between members of a group, making information available to others within the group. Newsgroups aren’t email aliases. They resemble a tabloid that readers scan, drilling down to more data if they wish. People subscribe to the newsgroups that interest them, and what they see on screen is a full list of subject lines, authors, and news article numbers. Each of these items is the beginning of a “thread”, which starts when someone sends out an article or e-mail.

These types of web applications can improve communications and productivity across all areas of a company, although they may take very different forms depending on whether they’re designed to meet the needs of specific departments or corporate-wide functions. Company departments like sales and marketing, product developments and others currently are deploying web applications to solve their communications problems in the following ways.

8.4.1 Sales and Marketing Applications

One of the fundamental challenges in sales and marketing departments is getting up-to-date and reference information to an often geographically distributed group of people. Web publishing applications for sales and marketing departments reflect the fact that having just the right information at the right moment can make a sale happen, and lacking that information can mean losing the deal to your competitor. Web applications can be developed to give immediate access to the following types of information:

• Product information, pricing charts, and new collateral sales leads.

• Key competitive information.

• Lists of key customer wins, including win/loss analysis.

• Program calendars so that sales is aware of planned marketing activities and sales forecasts.

• On-line training materials.

Web transaction applications, coupled with industry standard databases, can help marketing departments maintain and access a database of key customers and references. Sales people can use transaction applications to place orders, check order status, and complete the paperwork surrounding a sale.

One Netscape customer in the pharmaceutical industry has an unusual transaction application, which enables its sales representatives to respond more quickly to customer questions. For example, during a sales visit, a doctor may ask the representative for a letter from the company explaining the risks of using one of its products during pregnancy. Rather than spending hours trying to reach the appropriate person at headquarters to get the letter sent, the representative can call up a Netscape form, enter the doctor’s name and address and the information request, and submit that form to headquarters immediately.

Appendix 8: Putting the Web to Work Inside Your Business

In community types of applications, sales and marketing teams share expertise that help them be more successful in specific sales situations. Newsgroups can focus on:

• Issues surrounding winning deals against a particular competitor: weak points, rebuttals, and the latest tactics of the competitor as experienced by sales people in the field.

• Feedback and discussion of various marketing programs their effectiveness and ways in which they’re working well and suggestions for improvement.

• Threaded discussion on specific accounts or issues, to help sales representatives to exchange information about the challenges of a particular segment or customer.

8.4.2 Product Development Applications

Like sales and marketing departments, product development teams need upto-date information to do their jobs. Product development applications often center on project management, with team members updating project schedules and sharing information about the progress of development or customer feedback. Of course, access to the sensitive information in these applications is restricted to team members. The types of information made accessible through web applications may include:

• Product specifications, product designs, product schedule milestones and changes.

• Team member listings and responsibilities, key customer issues.

• Features of key competitive products, etc.

Transaction-type applications allow team members to request or submit specific information. For example, a web-client and server application used in conjunction with a database can be used to log and query product test results. Team members could also use web applications to submit a request to patent a recent development, sending the appropriate forms and information directly to the corporate legal department.

Community applications facilitate the discussions and exchange of ideas that are such a critical part of product development, such as threads focusing on: Expertise on specific issues in product development.

A forum for brainstorming new ideas and critiquing proposed approaches.

Customer issues feedback to product development from sales, marketing, and customer service.

8.4.3 Customer Service and Support Applications

The goal of customer service and support groups is to provide the best quality service in the most cost-effective, efficient way possible. Both publishing and

Appendix 8: Putting the Web to Work Inside Your Business

transaction web applications enable customer service and support departments to share customer and problem information, creating a coordinated support system. Such applications enable team members to:

• Share up-to-date status reports on problems so that all team members can respond to customer calls.

• Get the most up-to-date information on the status of customers’ orders.

• Be alerted immediately to any important changes, such as special offers or problems.

• Train on-line to respond to customer queries and complaints.

Community applications enable service and support staff to delve more deeply into specific issues. Threads provide a forum for detailed discussion of underlying factors in a recurrent customer problem and for an exchange of experience of what has succeeded or failed in addressing a problem. In addition, newsgroups alert staff assigned to particular accounts of changes or other important information.

8.4.4 Human Resources Applications

More than any other department within a company, Human Resource’s job is to keep employees well informed of important company issues in addition to all the details pertaining to their personal health and well being. By using web applications to publish corporate information and using transaction type applications to provide personal data, human resource departments can free their staffs from answering routine questions and basic processing tasks. Human Resource departments can publish information such as:

• Corporate benefits information.

• Corporate policies.

• Company mission and goals.

• Job postings.

• Telephone directories.

• The annual report.

• Employee development.

Transaction applications eliminate much of the routine paper processing that HR departments typically handle and provides employees access to their personal information. Transactions, particularly secure transactions can enable:

• On-line employee enrollment into benefit plans, such as 401K programs.

• Employee status checking on their vacation balances, options etc.

• Managers’ submission of employee status change forms.

Appendix 8: Putting the Web to Work Inside Your Business

Community newsgroups hosted by HR departments are particularly valuable within large companies, because they provide a quick and cost-effective way of communicating with specific groups of people such as senior managers, people with 401K accounts, and employees with dependents. Such newsgroups simplify the task of letting these people know about changes to corporate policies that would affect them and also provide a forum for discussion among people with shared interests.

8.4.5 Finance Applications

Well-managed companies watch their financial indicators carefully and set clear financial objectives for their managers. Providing access to important financial information securely and in an easy-to-use, on-line manner has always been a significant challenge. By using internal web applications, Finance can begin to more easily disseminate this information to key managers by securely “posting” corporate finance information or by providing simple forms based query capabilities.

The purchasing side of financial operations can also benefit from web applications. Using the same products which enable “cybermalls” on the public Internet today, companies can simplify electronic software distribution and billing and the purchasing of supplies by providing an internal web-based mall which includes all approved products for purchase.

8.5 The Future Of Internal Web Applications

Web-based internal applications are possible today and are quickly evolving to become an important part of many leading companies’ IS solutions. A competitive and open software and hardware marketplace is driving companies like Netscape to make improvements in the technology to enhance the range of what it can do and how easily web applications can be managed and deployed. As the Internet continues to mature into the mainstream platform for computing, internal web sites (as well as external ones) are requiring better application development tools, middleware solutions for connecting to legacy systems, and system management tools.

Better development tools aim to add sophistication and complexity to types of internal web applications that companies build. Specifically, tools are on the horizon that will enhance HTML authoring, so that users can easily create and publish rich, “live” multimedia documents. Others will help the system managers of the internal web site manage links, expiration dates, and ownership: these site and document management tools will become increasingly critical as web sites grow. Even now, some companies have more than 250,000 documents on their internal web. Improved application development tools will make it easier to build applications on top of web platforms that conduct complex transactions against databases, legacy systems, and other corporate information sources.

Appendix 8: Putting the Web to Work Inside Your Business

Increasingly powerful management tools will also enable an enterprise to support far-reaching and innovative systems without sacrificing control. Improved security and administration tools will ensure that users are authorized to access the information they seek. Information management tools will also provide integrated search technology to effectively search across distributed servers.

The platform for creating more complex customized applications is addressed today by products such as Netscape Servers with the Netscape Server API and the Netscape Navigator with Netscape Client API. Netscape is developing innovative technology that will make it possible to build different applications, supporting “live” on-line content. This technology, based on the Java language, as well as the integration of third-party multimedia formats such as Adobe Acrobat and Macromedia Director, will make Netscape the platform for applications that provide intelligent and rich content.

8.6 Conclusion

The web-based products provided by Netscape Communications as well as other leading vendors are today being used to improve the way companies link people and information both on the external, vastly popular World Wide Web as well as within private companywide webs. Today’s growth of these products are driven by the open environment and powerful capabilities they bring to solving the daily business problems faced by companies in increasingly competitive environments. These powerful technologies are being adopted by leading companies because they deliver an unprecedented and powerful combination of openness and security, intuitive access to highly graphical information, and flexibility for customization.

Chapter 9

Appendix 9: Companies To Cast Parents As Cybercops

By Steve Vonder Haar.

Article released in Interactive Week (September 11, 1995, number 17).

Parents may have new tools for filtering out the seamy side of cyberspace by early next year as a result of a new alliance of more than 20 companies seeking to set technical standards to foster development of personalized ratings systems for online content.

Operating under the auspices of the World Wide Web Consortium, the new industry committee, expected to be announced Monday, would merge the smutfighting efforts of the consortium with the Information Highway Parental Empowerment Group (IHPEG), an organization backed primarily by Microsoft Corp. and Netscape Communications Corp.

The goal of the committee is to develop standards that allow computers to exchange information on content ratings that can then be used to block or permit access to an online site. Called the Platform for Internet Content Selection (or PICS), the standards would allow outside companies to create their own ratings systems that could be marketed to families.

Parents then could block their children’s access to any site that does not carry the equivalent of a “Good Housekeeping” seal for family-suitable electronic content. Parents would have the option of buying ratings filter software for their home computers or relying on access providers to offer the filter options online, said Jim Miller, research scientist with the MIT Laboratory for Computer Science, which is coordinating the industry partnership.

Reference software code that can be used to develop the actual rating systems will be available to committee members by the end of the year, with general release of the software to outside developers on a royalty-free basis set for the end of January. Such a timetable should result in the release of rating systems

Appendix 9: Companies To Cast Parents As Cybercops

designed for the commercial market by March or April, Miller said.

The alliance includes most of the heavyweights in today’s cyberspace. Included in the partnership are America Online Inc., AT&T Corp., the Center for Democracy and Technology, CompuServe, IBM Corp., IHPEG, the Information Technology Association of America, the Interactive Services Association, MCI Communications Corp., Microsoft, Netscape, Open Market Inc., Prodigy Services Co., Progressive Networks Inc., Providence Systems/Parental Guidance, SafeSurf, SpyGlass Inc., SurfWatch Software, Time Warner Inc. and Viacom Inc.’s Nickelodeon service.